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General Note

Networked Transport of RTCM via Internet Protocol (Ntrip) stands for an application-level
protocol streaming Global Navigation Satellite System (GNSS) data over the Internet. Ntrip is
a generic, stateless protocol based on the Hypertext Transfer Protocol HTTP/1.1. The HTTP
objects are enhanced to GNSS data streams.

Ntrip is designed for disseminating differential correction data (e.g in the RTCM-104 format)
or other kinds of GNSS streaming data to stationary or mobile users over the Internet,
allowing simultaneous PC, Laptop, PDA, or receiver connections to a broadcasting host.
Ntrip supports wireless Internet access through Mobile IP Networks like GSM, GPRS, EDGE,
or UMTS.

Ntrip is implemented in three system software components: NtripClients, NtripServers and
NtripCasters. The NtripCaster is the actual HTTP server program whereas NtripClient and
NtripServer are acting as HTTP clients.

Ntrip is meant to be an open none-proprietary protocol. Major characteristics of Ntrip’s
dissemination technique are:

Based on the popular HTTP streaming standard; comparatively easy to implement when
having limited client and server platform resources available.

Application not limited to one particular plain or coded stream content; ability to distribute
any kind of GNSS data.

Potential to support mass usage; disseminating hundreds of streams simultaneously for
up to thousand users possible when applying modified Internet Radio broadcasting
software.

Considering security needs; stream providers and users don’t necessarily get into
contact, streams often not blocked by firewalls or proxyservers protecting Local Area
Networks.

Enables streaming over any mobile IP network because of using TCP/IP.

The original Ntrip documentation covered a description of the Version 1.0 transport protocol
(Part 1) as well as an example implementation (Part Il). The work done for Part | sections
“Client Messages” and “Source-Table” has been frozen on March 3 2003 in order to allow
the development of Ntrip-based implementations and applications on a firm and fully
anchored basis.

On 23 June 2004 the original documentation containing Part | & 1l was split in two files. The
document presented here covers only the content of Part Il

As of July 2004, Ntrip Version 1.0 is still in a standardization process within RTCM. Once this
standard is approved, further Ntrip versions may be issued within RTCM when necessary.
Contributions from anyone to the ongoing work on Ntrip are highly appreciated.
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Ntrip Example Implementation

The system components described in the Ntrip Version 1.0 protocol documentation are
implemented as an example under several operating systems and designed with Microsoft
Visual Studio C++ 6.0 including Microsoft Visual Studio 6.0 Service Pack 5 for Win32 and the
gcc compiler for Linux (UNIX). This “Ntrip Example Implementation”, as developed within the
EUREF-IP Pilot Project, includes the following programs:

NtripServer (Windows 98/00/XP)

NtripServerCMD, command line version of NtripServer (Windows 98/00/XP)
NtripClient, “GNSS Internet Radio”, Windows 98/00/XP)

NtripClient, “GNSS Internet Radio” (WindowsCE / PocketPC 2002/2003)

NtripCaster, Standard version, derived from the Icecast Internet Radio Version 1.3.11
under GNU General Public License (Linux)

NtripCaster Professional version, derived from the Icecast Internet Radio Version 1.3.11
under GNU General Public License (Linux)

NtripMonitor, shell scripts for NtripCaster monitoring (Linux).

Please note that EUREF-IP has no responsibility for other software made available from third
parties within the framework of the project.

Note further that parts of the example implementation are not capable of handling Ntrip’s
NMEA Request Messages as necessary for supporting the VRS concept. It is limited to
disseminate data streams with <nmea> parameter set to “0” (see Source-table section in
Ntrip Version 1.0 documentation).



1. NtripServer

The NtripServer transfers a real-time data stream from an NtripSource to an NtripCaster. It is
acting as an HTTP client program.

1.1. NtripServer

The NtripServer (Windows 98/00/XP) is designed to be a server for a single NtripSource.
Basically the NtripServer grabs a serial GNSS byte stream (COM-port) from a GNSS
receiver at a reference station and sends it off over an Internet TCP connection to the
NtripCaster. The start window is shown in Fig. 1.

Mind that the NtripServer cannot handle a proxyserver. When using it in a proxy-protected
Local Area Network (LAN), a TCP-relay has to be established connecting the proxyserver
and the NtripCaster. Establishing the Internet connection for an NtripServer by using an
Internet Service Provider (ISP) is an alternative.

i

— Sethings

| COM-For |

MtripCaster |

R econnection |

START STOP

|
djuzt Settings or prezs START.
A

Fig. 1: NtripServer Window

A NtripServer operator needs to set all relevant parameters before the transmission will be
started. The program includes setting windows to configure the serial byte stream (COM-
port) from a GNSS receiver and the NtripCaster settings for the data output towards the
NtripCaster (see Fig. 2). Note that it is recommended to use a high baud rate (e.g. 19200) if
supported by hardware and software. Server password and mountpoint are provided by the
administrator of the NtripCaster.

x x
- 2130 20 168 . 236
K I I k.
Bl Fiort: IE':I

2 data bitz hd

I J Cancel Paszwiord: Ipasswurd Cancel

Inu:u parity j

|-| stop bit j kaunt paint; IFFMTEI

Fig. 2: NtripServer Setting Windows
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The program will automatically recognize NtripCaster failures (e.g. NtripCaster is down) und
can be configured, as shown in Fig. 3, to automatically reconnect to the lost NtripCaster. The
“Reconnection Settings” windows offers a “Use Autostart” option. If this option is activated
and a link to the NtripServer exists in the “Autostart” directory of the Windows Operating
System, the program will automatically start running after a system reboot.

Reconnection Settings 5[

Murnber of reconnection attemnps: 10000 0K

Time between reconnection attemps: |3EI zeconds
Cancel

" aiting for data on COM-Part; 300 seconds

Autastark
’V [ Use Autostart

Fig. 3: NtripServer Reconnection Window

This example server implementation is currently an experimental software. The BKG
disclaims any liability nor responsibility to any person or entity with respect to any loss or
damage caused, or alleged to be caused, directly or indirectly by the use and application of
the Ntrip technology (see Fig. 4).

About Ntrip Server x|
%

_’ Mirip Server Werzion 1.2.0

Copyright German Federal Agency for Cartography and Geodesy
[BEG) 2002-2004

Develaped far Metwarked Tranzpart of BTCM wia Internet Protocal
[MTRIF] to transmitt GHSS streaming-data over the Intemet.
Deszigned by Informatik. Centrum Dartround — kktkpe A Aea icd. de

MTRIF iz cumently an expenmental technology. The BEG dizclaims
any liability nor responzibilite bo any person or entity with respect o any
lozz or damage cauzed, or alleged to be caused, directly or indirectly
by the uze and application of the HTRIP technology.

All Rights Rezerved

For latest information and updates, access:
hittpe iz ifag. dedindex ntrip. b

Georg "Weber
BEG, Frankfurt Germany, b an 2004
E-tail: euref-iplE@bka bund. de

Fig. 4: About NtripServer & Copyright



1.2. NtripServerCMD

Like the NtripServer, the command line program NtripServerCMD (Windows 98/00/XP) is
designed to be a server for a single NtripSource. Basically the NtripServerCMD grabs a
GNSS byte stream via TCP/IP from an IP network address and port number and sends it off
over an Internet TCP connection to the NtripCaster.

Note that the NtripServerCMD cannot handle a proxyserver. When using it in a proxy-
protected Local Area Network (LAN), a TCP-relay has to be established connecting the
proxyserver and the NtripCaster. Establishing the Internet connection for the
NtripServerCMD program by using an ISP is an alternative.

The user has to call the program with the following arguments:

NtripServerCMD -q <source IP>:<source port>
-c <caster IP>:<caster port>:<mountpoint>:<password>
-r <attempts>:<time>
-p <protocol file>

Explanations:

-q -C -r Obligatory arguments

-p Optional argument

<source IP> IP number of NtripSource

<source port> Port number of NtripSource (optional)

<caster IP> IP number of NtripCaster

<caster port> Port number of NtripCaster (optional)

<mountpoint> Mountpoint of NtripSource on NtripCaster

<password> encoder password for NtripSource on NtripCaster (optional)
<attempts> Number of attempts for connection, “0” for infinite number of attempts
<time> Interval between connection attempts in seconds

<protocol file> Name for protocol file, no protocol file generation without this argument

Use 'Ctrl + ¢’ to quit the program during execution. The argument '-h' or '/?" will display “help
information” on the screen. A screenshot of an NtripServerCMD DOS windows is shown in
Fig. 5.

E:"-.,Prugramme"-.,Nl:rip"'.,Nl:ripﬁerverEMD.eue
MtripServerCMD, Uersion 1.3

source
194.29.158.254
2181

213.20.16%.236
115
mountpoint = JOZ268
password = ves
attempts to connect - B in 51 second{(s) intervalls)
protocol = ves = C:xProgramme MtripsLog*lWarsaw.txt

caster =

running since - Fri Jul 82 18:13:32 2004

3 packet szize = 224 average data rate = Y68_.863 hytesss
average packet size : 212.5683 hytes
average transmizszion dinterval @ BA.276674 =

Fig. 5: NtripServerCMD
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Example command line:

c:\NtripServerCMD -q 194.29.150.254:2101 -¢ 213.20.169.236:80:J0Z20:itsme -r 0:60 -p prot.txt
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2. NtripClient

NtripClients access data streams of desired NtripSources on the NtripCaster. They are acting
as HTTP client programs.

2.1. GNSS Internet Radio (Windows Desktop)

The “GNSS Internet Radio” is designed to run on a PC/Laptop (Windows 98/00/XP). It may
feed a GNSS receiver which is connected via serial port (COM-port) to the PC/Laptop. The
data stream is received from an NtripCaster. The program will handle the HTTP
communication and transfer the received GNSS data e.g. to the serial port. After setting up
the session parameters and pressing the start button, the software connects to the desired
NtripCaster and writes the received GNSS data stream e.g. to the serial port until the session
is stopped.

The basic start window is shown in Fig. 6. The program keeps a local file of the last session
parameters (IP/port, username:password, COM-port settings, source-table etc.). As at first
time use no recorded session parameters are available, they have to be set by the user (left).
The source-table will be automatically received from the NtripCaster when sending the first
request message.

i1 i
Broadcaster | S ettingz | Broadeaster | Sethings |
5 T ahbl 5 Tahl
START 5TOP —l'mm e START 5TOP —ID“":E o
Bytes: ] Bytes: 1.220
| (1]
Select MNetwark: Select Metwark:

|2 =]

Select Stream or L pdate;

|GREF

Select Stream or Lpdate:

d

| Frankfurt/DGPS

d

|L| pdated zource table.

rWriting data to COMT ..

Fig. 6: GNSSInternetRadio Window

Broadcaster IP and Port, user-ID and password as well as reconnection settings are entered
through the “Broadcaster Settings” windows (see Fig. 7). The administrator of the NtripCaster
provides the necessary user-ID and the password. They are generally associated to the
usage of one specific data stream, but access to networks of data streams or even all data
streams available from an NtripCaster can also be allowed through one single password.

An adjustable “Adaptive Congestion Control” button allows controlling network congestions.
In a congestion situation, the time span to identify and then reconnect a broken link will vary
between 20 seconds (for “Loose”) and 5 seconds (for “Tight”).
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Broadcaster Setkings x|

Hast:Part |2'I 3.20.169.236:80/EUREF j

ok,

I ser-D:Passwaord Iuser:passwnrd
Cancel

— Reconnection Settings
Murnber of reconnection attempts: I-I aooo

Time between reconnection attempts: |3':I seconds

— Adaptive Congestion Contral

Tight Loose

Fig. 7: GNSSInternetRadio Broadcaster Settings Window

The “Settings” window enables the user to select an output option. The options available are
COM-Port, TCP/IP, File, or None (see Fig. 8). When using a proxyserver, its IP and port
number can be introduced as well in this window.

Although the "GNSSInternetRadio" can be used within a proxy-protected Local Area Network
(LAN) , users may still experience a blocked communication. This can especially happen if a
combination of firewall, proxyserver, virus scanner etc. is in front. A work-around can be
either to establish a TCP-relay (proxyserver - NtripCaster, to be arranged by a LAN
administrator) or to access the Internet via an ISP.

settings . x|

— Select Output

" COM-Part | COM-Fart Settingsl Ok

= TCRAP TCPAP Settings | o

i File File Settings |

" MNone Abaut
—MMEA

™ wite NMEA to File NMEA dat

— Autoztark

[ Use Autostar

—HTTF Prosy Server
[ Use Prosy Server

Server:Port |oate-f.ifag.de:B001

Fig. 8: GNSSInternetRadio Settings Window

The “GNSS Internet Radio” supports the Virtual Reference Station (VRS) concept. This
means that a specific data stream is generated based on an approximate position send by
the “GNSS Internet Radio” in NMEA format to the NtripCaster. Preconditions for working in
the VRS mode are:



13

a) The GPS receiver is connected with the computer via COM port and sends your
approximate position information in NMEA-GGA format to the “GNSS Internet Radio”.

b) The Broadcaster used is capable of reading and handling NMEA from then “GNSS
Internet Radio” for subsequent provision of a VRS data stream for the approximate position.

Independent from whether or not using a data stream and NtripCaster supporting the VRS
mode, most GNSS receivers can be configured to make obtained position information
available in NMEA format. As long as the same serial (COM port) connection between the
“GNSS Internet Radio” and the GNSS receiver is used for both communicating RTCM
corrections and NMEA messages, these messages can be saved in a file named
“‘NMEA.dat". Activate the “Write NMEA to File NMEA.dat” option in case you want to do this.

The “Settings” windows offers a “Use Autostart” option. If this option is activated and a link to
the “GNSS Internet Radio” exists in the “Autostart” directory of the Windows Operating
System, the program will automatically start running after a system reboot.

Details defining the COM-port communication are to be entered through the “COM-port
Settings” window (see Fig. 9). The usage of a high baud-rate is recommended (e.g. 19200) if
supported by hardware and software.

x
I &
15200 =l

|2 data bits = Cancel

Inl:u parity j
|1 ghop bit j

Fig. 9: GNSSInternetRadio COM-Port Settings Window

A port number can be defined through the “TCP/IP Settings” window when choosing the
TCP/IP output option (see Fig. 10). Note that other programs running on the same host as
the “GNSS Internet Radio” can access the data stream via the Local IP Address 127.0.0.1.

TCP/IP Settings x|

Local P Address
’7 141.74.242142 ol
Fart: Cancel

Fig. 10: GNSSinternetRadio TCP/IP Settings Window

Received data may be written into a file. The “File Settings” window enables the user to
define a file name (see Fig. 11).
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File Settings x|

File name: ak.

Cancel

Fig. 11: GNSSInternetRadio File Settings Window

Details of data streams are available from the “Source Table” windows (see Fig. 12).
Information is displayed about the NtripCaster, the data format provided and the network
operating and providing the stream. A Web address or an e-mail address is given for
background information or registration purposes.

Source Table |
Previous | Met I Select | Cancel |

Broadcaster: EUREF operated by BEG in DEU
Wion't handle incoming MMEA-GGA
http:#finz.ifaq dedindes ntip cast him

Stream:; Frankfurt, Enty Mao: 1 af 148
M ountpoint; FEbMJZ2
Authentication: Mone

Farmat:  DGPS /1(11.3(19).16[59]
Carier. Mo

Client must send NMEA: Mo
Systemn; GPS

Country:  DEL

Latitude:  50.12 deg Marth
Longitude: 868 deg E ast
Generator:  GPSMet’2.10
Solution:  Metwork

Compresgion: — hone

Bitrate: 560 bits per sec
Mizzelaneous: Demo

Metwork: GREF

Operator;. BEG

Detailz:  http:/figs.ifag.dedaret realtime. bt

Fegiztration:  http:/figz.ifag, dedroot fipdzaftware/MiipR egizter. doc
Charges: Mo

Fig. 12: GNSSInternetRadio Source-Table Window

Note that this example NtripClient implementation is currently an experimental software. The
BKG disclaims any liability nor responsibility to any person or entity with respect to any loss
or damage caused, or alleged to be caused, directly or indirectly by the use and application
of the Ntrip technology (see Fig. 13).
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x
o

_0 GMSS Intemet B adio Yerzion 1.3.7

Copyright German Federal Agency for Cartography and Geodesy
[BEG) 2002-2004.

Developed for Metworked Tranzport of BTCM wia Internet Protocol
[MTRIF] to receive GHSS streaming-data over the |nkermet.

Dezigned by Infarmatik. Centrurn Dartrund  ktkpe A fwisa icd. de
MTRIP iz currently an experimental technology. The BEG dizclaims
any lability nor rezponsibility to any perzon or entity with respect to any

lozs or damage cauzed, or alleged to be caused, directly or indirectly
by the uze and application of the HTRIP technology.

&l Bights Rezerved.
Far latest infarmation and updates, access:

httpe A0z, ifag. dedindes_ninp. him

BEG, Frankfurt, Germany, June 2004
E-Mail: euref-ip@blkg bund. de

Fig. 13: About GNSSInternetRadio & Copyright

2.2. GNSS Internet Radio (Windows CE)

The “GNSSInternetRadio CE” is an NtripClient designed to run on a PDA under Microsoft
Windows CE operating systems. It receives data streams from the NtripCaster. The program
handles the HTTP communication and transfers received GNSS data e.g. to the serial port.

* o comPAC ©
iPAQ pocket |

G.'«‘_'-S Internct Radio =€ 1

Seldect Mebwork

Select Stream or Update

‘ [Writng data to COML... |

Fig. 14: GNSSinternetRadio CE on Pocket PC

The basic start window is shown in Fig. 14. The program keeps a local file “GNSS.ini” of the
last session parameters (username:password, com-port settings, etc). As at first time use no
recorded session parameters are available, they have to be set by the user. A file
“scourcetable.dat” is maintained as received from the NtripCaster. It contains general caster,
network and data stream information.
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Broadcaster IP and Port, user-ID and password as well as reconnection settings are entered
through the “Broadcaster” windows. The administrator of the NtripCaster provides the client
user ID and password. The “Settings” window enables the user to choose an output option.
The options available today are COM-Port and None. Details defining the COM-Port
communication are to be entered through the “COM-Port Settings” window. The usage of a
high baud-rate is recommended (e.g. 19200) if supported by hardware and software.

| Pocket_PC = o) x| | Pockel_PC ol x| -lo|x|
Fle Zoom Took Hep Fle Zoom Took Hep e zoom Tok Hep
GNSS Internet Radio  ={x 11:06 @ GNSS Internet Radio  ={x 11:07 @ GNSS Internet Radio  «(x 11:07 ()
Host:Port Select Output ” GNSS Internet Radio Yersion 0.1.2
|21 3.20.169,236:80/EUREF v| (®) CoM-Port | COM-Part Settings | Copyright German Federal Agency for
User-ID:Password O None Cartography and Geodesy(BKG) 2002-2004
Developed for Networked Transport of RTCM
|user:passwnrd | via Internet Protocol (NTRIP) to transmitt
GMNSS streaming-data over the Internet
Reconnection Settings ——— Designed by Informatik Centrum Dortmund
Mumber of reconnection attempts: MTRIP is currently an experimental
technology. The BKG disclaims any liability naor
I Ok I | Cancel | responsibility o any person or entity with

. ) ) damage caused, or alleged to be caused,
Time betwsen reconnection attempts: directly or indirectly by the use and application

seconds of the NTRIP technology.

Al Rights Reserved

Eor I?ﬁest ianorg-artiogn and updﬁtes, access:
ttp:/figs.ifag.defindex_ntrip.htm

I oK I | Cancel | BKG, Frankfurt Germany, May 2004

E-Mail: euref-ip@bka.bund.de

=) =) B

Broadcaster Window Settings Window About

Fig. 15: GNSSInternetRadio CE Screenshots

The “GNSSInternetRadio CE” has been compiled for and tested on the Operating System
Windows CE 3.0 (PocketPC 2000) on Compaq iPAQ models 3760 and 3970 with Intel PXA
processor. Compatibility with other PDA’s mainly depends on the Operating System as well
as on the processor in use. There is a good chance to get the “GNSS Internet Radio” running
on other PDA’s with PocketPC 2002 or PocketPC 2003 Operating Systems as long as it is
equipped with an Intel PXA processor.

So far the “GNSSinternetRadio CE” is not able to handle NMEA messages.
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3. NtripCaster

The NtripCaster (LINUX) as the central software component receives data streams from
NtripServers as generated by NtripSources. The NtripCaster administrator is responsible for
handling mountpoints for NtripSources, passwords, NtripClient access-rights, billing,
statistics, etc.

The NtripCaster is based on the Icecast software and developed under GNU General Public
License. The purpose of Icecast is to duplicate source data for up to thousand or more
simultaneously connected clients accessing up to a few hundred different sources. Network
connections between source, Icecast, and clients are based on HTTP/TCP/IP. The Icecast
server was originally designed to stream MP3-coded data with bit rates of 32 kbit/s up to
128kbit/s. The NtripCaster is a re-designed Icecast which supports the dissemination of
GNSS data streams (GPS, GLONASS, EGNOS, WAAS etc.) with about 0.5 to 5 Kbit/s
transmission rate carrying e.g.

RTCM corrections, DGNSS,

RTCM corrections, RTK,

RTCA corrections, EGNOS & WAAS,
RAW receiver data,

SP3 ultra-rapid orbits,

RINEX observations.

The NtripCaster does not alter the data. Two different implementation are developed, a so-
called “Standard” and a “Professional” version. Both implementations follow the same
concept. The Standard version has been tested with a limited number of sources and
simultaneously connected clients - which may often satisfy today’s users/providers needs.
The Professional version is meant for mass-usage and handles a few hundred sources for a
few thousand simultaneously connected clients.

3.1. Standard NtripCaster

The Standard NtripCaster (which is acting as an HTTP-server) is configured through its
configuration file “ntripcaster.conf’. Information about data streams has to be made available
through a source-table in file “sourcetable.dat”. An example for this file is given in Fig. 16
(see NtripDocumentation for further source-table details).

B sourcetable - WordPad ] 9]

Datei Bearbeiten Ansicht  Einfilgen Format #

D|E| Sl s o[=|@[o] B

CA3:129.217.182.51:80;EUREF:BKG:0;DET; 51.5;: 7. 5:http://igs. ifay.de/ index_ntrip cast.htm
CAS:213.ZD.169.236:BD:EUREF:BKG:D:DEU;QB.13:11.57:http:f!igs.ifag.de!index_ntrip_cast.htm
CAZ:62.159.109.245;8080; Trinble GP3Net;Trimble Terrasat;1;DEU;45.03;11.72:http://vwvv.virtualrtk. com
MNET:IG3;BEG:E:N:http://igsch.jpl.nasa.gov/;none; http://igs. ifay.de/root_frp/software/NeiripRegister.doc; none
STR:FFNJO0; Frankfurt ;RAW; Compact (1) ;2 GPS+GLO; IGS; DEU;50.09:58.66;:0:0; Javad Legacy E;none;N;N:3600; Demo
STR:;LEIJO; Leipzig; RAW: Compact (1) ;2 GPS+GLO; IGS; DEU;51.33;:12.37;0;0;: Javad Legacy E:none;B;N:;3600;none
STR:WTZJ0; Wettzell; RAW; Compact (1) ;2; GP3+GLO; IGS:DEU;49.15;12.85;:0;:0; Javad Legacy E;none;EB;N:3600;none
STR;HELJO; Helgoland; RAW; Compact (1) ;2; GPS+GLO; GREF; DEU;54.18;7.585;0;0; Javad Legacy E;none;EBE;N;3600;none

|»

=l

-
Driicken Sie F1, um die Hilfe aufzurufen. 'F A

Fig. 16: NtripCaster Source-Table

The Standard NtripCaster uses a static source-table. This means that an NtripClient always
receives the full content of “sourcetable.dat”, regardless of temporary outages of streams.
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With the configuration file, the administrator is able to set up the maximum number of clients
and sources, the password for authentication and authorization of incoming sources
(encoder password) and other system parameters. Note that the maximum number of clients
and sources shall not exceed the limits pre-defined in the source-code file “ntripcaster.h”.
The individual protection of data streams on a per user basis is possible (one line per
stream/mountpoint, see section “access control” in Fig. 17).

&) ntripcaster.conf - Editor =10l x|
Datei Bearbeiten Format 7
i S o i o i ;I

# NtripCaster configuration file #
o o o

At Server Location and Resposible Person #ftddddtddadi
# server meta info with no fuctionality.

Tacation BKG
rp_email casteradmin@ifag.de
server_url http://caster.ifag.de

A A A A A Server Limits sedddedttide sttt d it it datt dadt ada
# Maximum number of simultaneous connections.

max_clients 100
max_clients_per_source 100
max_sources 40

FEEEE A A AR Server passwords d#dddddtdttt S
# The "encoder_password” is used from the sources to log in.

encoder_password sesam0l

Fatttt A Server IPSport configuration sttt tdddttadddtttdds
# The server_name specifies the hostname of the server and must not be set to

# an IP-adress. IT is wvery important that server_name resolwes to the IP-adress
# the server = running at.

# For every port, the serwver should Tisten to, a new port line can be added.

server_name igs.ifag.de
poart 80
part 2101

R MaTn Server LogPile sdsdddtataaiatadiiadi i
# Togfile contains information about connections, warnings, errors etc.

Togdir Afusr/Tocal/ntripcaster/logs
Togfile ntripcaster.log

A A R A A Access Control sttt A
Here_yau specify which users have access to which mountpoints,
one 1ine per mount.

Syntax: S<MOUNTPOINT::<USERL>: <PASSWORDL>, <USERZ>:<PASSWORDZ>, ..., <USERN>:<PASSWORDN>
S<MOUNTPOINT=: name of the mountpoint. Must start with a slash.

<USERi>»: name of the user that has access 1O <MOUNTPOINT>.
<PASSWORDI »: password of <USER7>.

T HEEHHE

'mounto:userd:pass0, userl:passl, user2 pass2
S Mount3
AMouUnt2 iusers:passs

Fig. 17: Standard NtripCaster Configuration File

Accounting information is saved in a log file. The Standard version of the NtripCaster needs
to be re-started whenever a change of "ntripcaster.conf" or “sourcetable.dat” shall become
active.
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3.2. Professional NtripCaster

The Professional NtripCaster can be accessed by a remote administrator using the same
port (listening port) as NtripServers and NtripClients. This feature is important for running it in
a professional manner, especially in an international context like EUREF were several wide-
spread administrators may operate the software simultaneously under remote control. The
Professional NtripCaster provides an administration console restricted to exclusive persons
[admin password]. This can be accessed by Telnet. In addition, status inquiries are possible
by using the NtripCaster's Web Interface through an Internet browser. This enables a remote
control of the Professional NtripCaster independent from its physical location. An NtripCaster
hosted within the premises of an Internet Service Provider (ISP) might be administrated by a
person located at a completely different place. The administration functionality allows to
organize the available GNSS data streams, set aliases, allow or deny clients (e.g. only
accept clients from a specific country), kicking out connections to sources, clients or admins,
view real-time statistics (all clients, sources) etc.

To limit network costs, which usually depend on the ftransferred data volume, the
administrator can restrict the number N of simultaneous client connections (e.g. Nmax=1000).
Note that the maximum number of clients as well as the maximum number of sources shall
not exceed the limits pre-defined in the source-code file “ntripcaster.h”. The Professional
NtripCaster comes with a built-in bandwidth-measuring tool. If a certain bandwidth limit (e.g.
1 MB/s) is reached, no further clients will be accepted until the required bandwidth falls below
the specified limit. The Professional NtripCaster is able to connect to GNSS data streams on
a different NtripCaster and present itself as an NtripServer. This allows e.g. the installation of
a European network of NtripCasters. Therefore, Italian GNSS data streams could be made
accessible via a German server, or German GNSS data streams can be made accessible via
an ltalian server.

The Professional NtripCaster is configured through its configuration file “ntripcaster.conf”’
(Fig. 18) and needs a source-table file “sourcetable.dat” (see NtripDocumentation for source-
table details). The configuration file defines its behavior as an HTTP-server. The
administrator may set up the maximum number of clients and sources, the overall
throughput, an encoder password for sources, passwords for admins, access, major system
parameters and more. The ntripcaster.conf and sourcetable.dat files can be edited on a local
administrator PC (Windows or Unix) and uploaded to the Professional NtripCaster via an
FTP connection.

C

# NtripCaster configuration file #
i
# If not stated otherwise, you can change these settings while the server is

# running through the admin console or by editing this file and using the

# <rehash> command.

#HH#4H#E######### Server Location and Resposible Person ############F4FFFHFHFHFEHS
# Server meta info with no fuctionality.

location Federal Agency for Cartography and Geodesy
rp email euref-ip@bkg.bund.de
server url http://igs.ifag.de

FHEHFH A A A E RS Server Limits ######44 44444 HHHHHRHHRHSHSHSHSHESS
# Maximum number of simultaneous connections and maximum bandwidth in KB/s
# (throttle) (!!! no exact measurement !!!).

max clients 2000

max clients_per source 1000
max_sources 200

max_admins 10

throttle 2000.0

FHER RSB R R HHH Server passwords HEHHHHHHEEEREEEEER SRR RS R RS S SSSSS
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encoder password itsmel
admin password itsme2
oper password itsme3

FHEH SRR HHE Server IP/port configuration ###########HHHHHHHHHHRSSSSSESS

# These settings cannot be changed after once having started the server.

# If a hostname is specified, NtripCaster will listen on only this IP,

# otherwise on all available interfaces, i.e. INADDR ANY.

# The server name specifies the hostname of the server and must not be set to

# an IP-adress. It is very important that server name resolves to the IP-adress
# the server is running at.

# For every port, the server should listen to, a new port line can be added.
#hostname IP

port 80

port 2101

server name igs.ifag.de

#H4FHEH S #H4E Aliases (including virtual host support) #########4###44444EH4H444
# With aliases relay streams from other servers can be mounted automatically

# on startup and connected on demand.

# usage: alias (/local mountpoint) http://(IP): (port)/ (mountpoint)

# [ (username:password) ]

alias /PASSO http://129.217.182.51:2101/PASS0O userl23:r2d2

i A SCENNCNVASTNE i i
# To connect to other Ntripcaster's source streams at startup time. No on demand
# functionality. Argument 'pull' must be omitted.

# relay -i user456:passwd -m /TITZ0 129.217.182.51:2101/TITZ0
# relay -i user456:passwd -m /FFMJl 129.217.182.51:2101/FFMJ1

#HA# A AR A R AR AR AR HFHHF Main Server Logfiles ############HFHHHHHAHHHHHHHHHHHHH
These settings can be changed by using the <rehash> command.

logfile contains information about connections, warnings, errors etc.
accessfile contains information about all connects and disconnects.

usagefile contains information about bandwidth and usage.

logfiledebuglevel is the debugging level for all output to the main logfile.

e

logfile ntripcaster.log
accessfile access.log
usagefile usage.log
logfiledebuglevel 0

FHEHH A A A AR Templates #####44 4444444444444 4HH4HHHHRHHHHHSSHS
# The place, where the HTML-template-files reside the server uses for output.
# An absolute path should be used.

templatedir /usr/local/ntripcaster/templates

FHEHAH AR AR Statistics ##HHFHHAARFARAEAESAFEAAA RS SRS AR SESSSES
# The place and the frequency the server logs the statistics.

# For stats time the value x

# 0 means: no statistics will be logged

# 0 means: write statistics every x seconds to the file specified by stats log

A\ |

logdir /usr/local/ntripcaster/logs
stats log stats.log

statshtml log stats.html

stats time 60

HHAFEE A Console mode ######H#HHHHHHFH SR HHFHERHHHFH SRS FHES
stdin is to become a local admin console with log tailing (default)

stdin is to become a local admin console

console is to become a log window

the server is to be launched in the background (not available for Win32)

w N O

#
#
#
#
#

console mode 3

FHEFEEHFHHHES S FF A HEE Reverse Lookups ##### #4444 #4444 #H#44HHHFHESSSFHHES
# 0: no reverse lookups
# 1: use reverse lookups

reverse lookups 0

#HEHAH AR AR AR E A E S Access Control Lists ########44#44H44HH4HHHHRHHRHHSSHES
# When using the internal acl rules of the server, a policy is to be specified

# to determine how to treat connections not affected by any allow or deny rule.
# The value
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# 0 means: connections, that are not allowed by any allow rule will be denied
# 1 means: connections, that are not denied by any deny rule will be allowed

acl policy 1
#HAFEE A F A A EHEHHE Other Settings ###########4HHHHHFHEHHHFFIRRHHFHEHHS

kick relays 10

Fig. 18: Professional NtripCaster Configuration File

3.2.1. Status Information

The Professional NtripCaster comes with a Web Interface. Authorized administrators (ID and
password) can receive status information via a protected HTTP session (e.g. Internet
Explorer). The NtripCaster Web Status Interface is shown in Fig. 19.

4} Welcome to the NtripCaster WWW Status Interface - Microsoft Internet Explorer =10l x|
Datei Bearbeiten  Ansicht  Faworiben Extras  ? ﬁ
G zwrick ~ = - (3 ot | {QhSuchen (G Favoriten &% | Y- S B
Adresse |&) hitp://213.20,169.236)admin | @ wechseinzu

[

Welcome to the NtripCaster Web Status Interface

Thiz server is ntrip, located in BEG, and nim by harald gebhardi® uni-dortroomd de
Listerang on port 80, with the currert liraitations:

Listeners: 1000

Sources: 200

Il listeners per source: 1000

Will throttle at 1000 KBz, and currently using 130 KB/fs

nitrip has been up 1 daws, 12 hours, 5 minutes and 35 seconds, since 22/0ani2004:19:05:32.

statistics Show the server statistics

sourcetable Show sourcetable

Listeners List connected listeners

S0UWITES List conrected sowrces

adrmns List connected adrmuns

settings List server settings

=

|ﬂ:| l_ l_ |ﬂ Internet 4

Fig. 19: NtripCaster Web Status Interface

More than one system administrator may work at the same time on the NtripCaster.
Information on the administrators simultaneously logged into the system is available as
shown in Fig. 20.

As shown in Fig. 21, the administrator can check and change current setting like
encoder_password, client_password, admin_password, max_clients, max_sources,
max_admins, max_clients_per_source, throttle (how much bandwidth the server is allowed to
use before client and source access is denied), etc.
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43 NtripCaster WWW Admin Interface - Microsoft Internet Explorer =10l =l
Datei Bearbeiten  Ansicht  Faworiten  Extras 7 | il
dazurick ~ =~ (2 ot | ihSuchen  [GeFavoriten £ | EN- S B~
Adresse I&j https (213,20, 169, 2356 ) admin? mode=admins j @’Wechseln 2u

=

home | statistics | sonrcetable | isteners | sources | adwine || gettings

Listing admins

Cornection 1d Host Cornected for Corarnands 1ssued
42371 1417455 4 2 woivmtes and 27 seconds 0

End of admin listing

N | K

|&] Fertig l_ l_ l_ |4 Internet

Fig. 20: NtripCaster Web Status: Admins

4} NtripCaster WWW Admin Interface - Microsoft Internet Explorer =10l x|
Datei Bearbeiten  Ansicht  Faworiben Extras  ? i
G zwrick ~ = - (3 tat | {QhSuchen (G Favoriten &% | Ehy- S EE -

Adresse I&j http: 213,20, 169, 236/ admin?mode=set j @Wechseln Zu
home | statistics | sourcetable | listeners | sources | advins || settings -
Current settings

Setting Value
encoder_password: ks ks sk Change
client_password: ko Rk Rk Change
armin_password: Pa—— Change
opet_password: Bk ook ok Change
client_tireecut: 1] Charge
raax_clients: 1000 Charge
raax_clients_per_source: 1000 Change
TN SOMCes: 200 Change
roax_ adwins: 1 Charge
location: BEG Charge
rp_emmall: hiarald gebhardi@ ani-dortraand de Change
stats_log: stats log Change
statshtrl log: stats html Change
stats_time: a0 Change
throttle: 1000.000000 Change
server_l: hittp:ifigs ifag defindex ntrip htm  Change
accessiile: access log Change
nsagefile: nsage log Change
End of settings

| R

(3] I_ I_ I_ |4 Internet

Fig. 21: NtripCaster Web Status: Settings
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Statistic information can be of interest for the administrator when operating the NtripCaster.
Mean values characterizing the number of users, the number of data streams, the bandwidth

in use and other important parameters are available (see Fig. 22).

=} NtripCaster WWW Admin Interface - Microsoft Internet Explorer - 10| x|

G zwick - = - (3 ot | iQhsuchen (G Favoriten £% | Ey- 5 B

Datei Bearbeiten  Ansicht  Faworiten  Extras 7 | N

Adresse I:Ej http:ff213.20.169,. 236/ admin?mode=stats j .fPWechseln 2u

home | statistics | sourcetable | heteners | sources | adruns || settings

Statistics

Following info is server total:

MinpCaster 1.5.5 server nimping oh nirip default port 20, uptime: 1 dasyes, 12 howrs, 26 minntes and 26 seconds
Eydrains (13

Sourres (142):

Listeners {170%;

Displaving server statistics:

Total EBytes read: 6972070

Total KBirtes written: 8724460

Murrber of source connects: 2368

Mureber of chient connects: 10927

boverage listener time: 34 minutes

fverage hstener transfer: 798 KBytes

Srverage soarce conhect tire: 2 hours, 13 mintes
boverage somrce transfer: 2044 K Bortes

End of statistics

=

& [ [ [ | mternet

| R

Fig. 22: NtripCaster Web Status: Statistics

The system administrator has real-time control over client parameters like listen

P,

username, chosen source/mountpoint, connection time, bytes written, errors und used
NtripClient (Fig. 23). This information is kept in log files for statistical or billing purposes.
NtripClient usernames are only logged and displayed for password-protected mountpoints.

For open mountpoints the username “null” is displayed/recorded. Unwanted users can

be

identified in real-time and kicked out by the administrator using the admin console command

window.

Datei Eeatbeiten  Ansicht  Favoriten  Extras 7 |

wzwick ~ = - @ [2] A @suchen [EFavoriten (4 | BN S5 B -

Z NtripCaster WWW Admin Interface - Microsoft Internet Explorer =I01.x]

Adresse [&] hitp:|/213.20.169.236 {admin?made—isteners x| @ wechseln zu

]

Connected Listeners

» [Host: 120.217.182.192] [IP: 120.217.182.198] [User: user] [Tlountpoint ARG [d: 493] [Comnected for: 1 days, 12 howrs, 21 mirtes and 19 seconds] [Source 1d: 19] [Bytes written: 17769236] [Enors: 0] [Usex
agent: NTRIP Claster 1.5.5] [Type: pullst]

« [Host: 120.217.182.198] [IP: 120.217.182.195] [User: user] [MMountpoint HAN14] [d: 9080] [Connected for: 1 days, 4 hours, 48 minutes and 31 seconds] [Source Id: 63] [Bytes written: 43986782] [Errors: 0] [User
agent: NTRIP Caster 1.5.5] [Type: pulled]

« [Host: 141.74.33.2] [IP: 141 74.33 2] [User: userShanl4d] Mountpoint HAN14] [Id: 19410] [Connected for: 19 hours, 20 minutes and 29 seconds] [Source Id: 65] [Bytes written: 33225020 [Errors: 0] [User agent:
NTRIP GHSSInternetRadio/l. 3.5 [Type: Listener]

« [Host: 120217 182.108] [IP: 129 217 182.198] [User: user] [MMountpoint SALON [d: 6952) [Connected for: 1 days, 6 hours, 20 rinutes and 23 seconds] [Source [d: 74] [Bytes written: 22749141] [Frrors: 0] [User
agent: NTRIP Caster 1.5.5] [Type: pulles]

+ [Host: 120217 152.198] [IP- 129217 182 198] [User: user] [Mountpoint SAARD] [Id: 2215] [Connected for: 1 days, 11 howrs, 4 mintes and 14 seconds] [Source 1d: 75] [Byrtes written: 25352026] [Enors: (] [User
agent: NTRIP Caster 1.5.5] [Type: puller

« [Host: 141.30.143.121] [IP: 141.30.143.181] [User: usex21] [Mountpoint SAARM] [1d: 12851] [Connected for: 1 days, 1 hours, 32 minutes and 46 seconds] [Source Id: 73] [Byrtes written: 18462156] [Errors: (] [Usex
agent: NTRIP MultinawClient/l 40] [Type: listener]

« [Host: 129.217.182.198] [IP: 120.217.182.195] [User: user] [Mountpoint MIERZ0] [Id: 501] [Connected for: 1 days, 12 hours, 21 minutes and 9 seconds] [Source Id: 77] [Byrtes written: 26228151] [Exrors: 0] [User
agent: NTRIP Caster 1.5.5] [Type: puller]

« [Host: 129.217182.198] [IP: 120 217 182.195] [User: user] [Mountpoint (POELD] [d: 6946] [Connected for: 1 days, 6 howrs, 29 minutes and 32 seconds] [Sowrce Id: 23] [Bortes written: 57499381] [Ervors: 0] [User
agent: NTRIF Caster 1.5.5] [Type: puller]

[& [T [ rermet

IEN

Fig. 23: NtripCaster Web Status: Listener
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The system administrator can also view all currently connected NtripSources (Fig. 24).

tripCaster WWW Adi ternet Explorer =] B3]

Datei Bearbeiten  Ansicht  Favoriten  Extras 7 |

dazurick « = - Q) Zat | Qi5uchen (G Favoriten £ | - S - 5

Adresse Iﬂ;‘] hktp:f)213.20.169.236 adminPmode=sources j @Wezhse\n 2u

-

Listing sources

Mountpoint  1d Host Source Agent Time of connect i Clients KBtes read KByrtes written Client connections Connected for
MLARAD 19 192.71.188.105 NTRIP GHS3-SurferTHDA 0O 2Tmi2004:190533 19271.188.105 1 17416 17363 1 1 days, 12 hours, 29 mintes
MHAN14 65 1938284106 NTEIP NtripServerCWD, Version 1.3 22uni2004:19.05:38 1958284106 2 60069 155753 14 1 days, 12 hours, 23 minutes and 33 seconds
EATO0 4 2128814698  NtripServerChD, Version 1.0 2Tmi2004:190538 2128814608 1 26428 26200 5 1 days, 12 honrs, 28 mirmtes and 35 seconds
ISEARD 75 2128814698 NiripServerCWD, Version 1.0 220un2004:1905:38 2128814698 2 25752 51136 5 1 days, 12 hours, 23 minutes and 33 seconds
MERZD T 2128314608 NiripServerCWD, Version 1.0 220Iun2004:1905:38 2128814698 1 25704 25627 1 1 days, 12 hours, 22 rinutes and 53 seconds
/POELD 83 194.25.108.124 NTEIF NtipServerCWID, Version 12 220uni2004:19.05:38 19425.108.124 2 a7009 78236 83 1 days, 12 hours, 22 minutes and 53 seconds
/BERGO 34 19435.108.124 NTEIF NtripServerCMD, Version 1.2 22uni2004:19:05:38 10425.108.124 1 67211 TETIO0 20 1 days, 12 hours, 23 rinutes and 33 seconds
/HRCS0 100 194.25.108.124 NTRIP NinpServerCWID, Version 1.2 220un2004:19:05:39 19425108124 2 67159 78327 8l 1 days, 12 hours, 22 minutes and 54 seconds
/PARND 101 194.25108.124 NTEIP NtripServerCWD), Version 1.2 22/Jun2004:19:05:39 19425108124 1 66932 7860 93 1 days, 12 hours, 23 minutes and 54 seconds
SCHWO 102 19425108124 NTEIP NivipServerCWID), Wersion 12 220Junf2004:190539 19425108124 1 6EIT =014 22 1 days, 12 hours, 28 minutes and 54 seconds
HTDDN 107 4105 114 NTDID Misieaema AT Desmine 1 1 AT AOAANNS AN 1NAIS100 (002 éansi___7oas o2 e 1 ven 7 it st S apmede L2
[& ,_’_| |4 Internet v

Fig. 24: NtripCaster Web Status: Sources

When displaying the source-table (see Fig. 25), red color indicates currently unavailable data
streams.

B NtripCaster WWW Admin Interface - Microsoft Internet Explorer =& xl
Datei  Bearbeiten  Ansicht  Favoriten  Extras  ? ﬁ
dazurick « = - Q) 7t | @ 5uchen (3] Favoriten @l B S e
Adresse Iﬂﬂ hitp:ff213.20.169.236)admin?mode=sourcetabls j @WEEhSB\n 2u
-

Sourcetahle

Ca35213.20.169.236 30, EUREF BEG ) DEU42.13,11.57 http Mlige ifsg defindex_ntrip_cast him
CAZSED 38104 8420 Instituto Geografico Nacional IGHNENESP;40 4:-3.7 hitp: e ign es
C45;193.224.183.67 2101 SGOFOMLIHUN 47 79,19 27 http wrwrw.sg0 fomd hu
S paster fzi fi:30;Hordic-iDIfEFGLNFINGA0 10:24.50 http ifwrvrw 13 fi
Ch5;141.7433.11 20 EONOS- WA AS BKGNDET;50 12:8 69 http Jigs ifag defindex_ntrip_cast him
C45:193 2.110 249 8080 CGeodetski Institut Slovenije:Geodetska [ prave: 1SV H 46 06:14.51 http M geod-is si -
CAS;pipeline gps.caltech.eduB0,SCIGH Southem California Integrated GPS Network 0,54 54.13 241 88 http:iharare scignorg
CA5;129.217.182.51 80JCD BKG0.DEU 50,122 68 http:fligs. ifsg defindex_ntrip_cast htm
Ca362154.166.171 8080, Tritable GPSNet,Trinble Terrasat;l DEU A2 03,11 72 http:diwwrw sirtualik corm
C45;195.145 245 203 2040 SAPOS THR;TLVermd ;1 DEU;51.0;11.0http:fsapos thueringen de
CiSsapos hlom hessen de B0E0;LV A Hessen LV & Hessen0;DEL ;50 808 90;http fsapos e hessen de
Ca56213461.201 8080, SAPOS BayernBLV &1 DEU A2 50,1 1. 30http:lsapos bayemn.de
CAS:193 5216 53.2020:5WIPOS-GPSHet swisstopo:1 :.CHE46 907 50:http-ifwrwrw swisstopo shide/gea/swipos htm
CA5217.74.214.75,9000,3P5Net Denmark;Trirdble Center Denraark; 1 DNE ,55.73;1 2. 37 http:fiwrarr. GPSnet dk
NET EUREF EUREF B:N http ffwvww epnch.oma befenref TF;http-ifww epnch oma helemref TP http-ifarsnr epnch oma hef_organisatinon/projectsiemsf TP tripRegister htrlnons
MET 135 BKGE M httpiligech jpl.vasa govinone hitp digs ifag defroot_ftpssoftware/MtripRegister docnone
NET GREF.BEG B M :http fligs ifag defgref_realtime htrhitp:figs ifsg defroot_fipfmiscintripistrearalist htrhttp ffigs ifsg defroot_fipisoftware/ M tripRegister doc none
MET ascosRuhrges AG BN hitpoiiwnswr ascos de none hitp:igs ifaz defroot_fipssoftwarelltripRegister doc none
NET SAPOS-THE,LVA Thueringen;B M http:fharaw thueringen defde frermessungS APOS none hittp figs ifag defroot_fipfsoftware/NtripRegister docnone
NET S4POS-BLH Betliner Seratsverwaltung B M http fhenane stadtentwicklung berlin de/gecinformationfsaposinone http:iizs ifag defroot_frpisoftware/Mtrip Register doc hone
MET SAPOS-SAR Landesant fuer Fataster-, Vermessungs- und Kartenwesen Saarland B N hitp:iaree lovk saarland de/8724 11211 htmnone http figs ifaz defroot_fipfsoftware/tripRegister docnone
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Fig. 25: NtripCaster Web Status: Source-Table
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3.2.2. Administration

The Professional NtripCaster can be remote controlled via the admin console. To access the
admin console, a password-protected telnet connection (e.g. through communications/
listening port 80 or ports 80 and 2101) can be used. After connecting, no prompt will be
displayed. Then 'ADMIN [admin password]' followed by two new lines (press enter twice) has
to be entered. Substitute [admin password] by the admininistrator password set in
“ntripcast.conf” or enter it as an NtripCaster command line parameter (see following
example).

telnet euref-ip.ifag.de 80
ADMIN adm1npa55
Return

Return

The admin console command window is shown in Fig. 26.

a mount point

sourcetable.dat.upd

untail
uptime

or mountpoints.

reroscls !

Fig. 26: NtripCaster Administration Console

The admin console defines following basic commands [I/cecast 1.3.11, Manual,
http://www.icecast.org, 2002]:
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alias

The alias command is used for two things. It can be used to add an alias for a local
mountpoint so that a stream can be accessed from two mountpoints. Or it can be used to
add an alias for a remote NtripCaster stream.

Syntax:

alias add <mountpoint> <newmountpoint>
alias del <mountpoint>
alias list

allow and deny

This adds a hostmask to an internal access lists (acl). It specifies that this hostmask should
allow or deny access. A type for this acl can be specified, which can be either all, client,
source or admin. It only has affect on the specified connection type.

Syntax:

allow|deny <client|source|admin|all> add <hostmask>
allow|deny <client|source|admin|all> del <hostmask>
allow|deny <client|source|admin|all> list

Examples:

allow client add *.se

allow all del *.netcom.com
deny admin add *.se
deny admin del ap.*.com
allow admin list

admins

The ,admins® command is used to list the admins connected to the server. It will display one
admin connection per line, like:

Admin 341 <d66.ryd.student.liu.se> connected for 1 hours, 8 minutes and 14 seconds. 0
commands issued

A host-mask as an argument can be supplied, and only the admins who match the mask, will
be shown.

Syntax:
admins [hostmask]
Example:

admins *.ifag.de

dump

This command can be used to dump a connected stream to a file on disk.
If the filename specified is ,close®, then the file will be closed.

Syntax:

dump <source id> <filename|close>

Example:
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dump 230 /tmp/stream.rpcm

help

Without arguments, the command ,help® prints a list of all commands and what they are used
for. With a command as an argument, a slightly longer description of what the command
does, is printed.

Syntax:
help [command]
Examples:

help kick
help

kick

This command can be used to get rid of some listeners, admins, or sources. A single
connection may be kicked out as well as all connections of a certain type matching a
hostmask.

Syntax:

kick <id>
kick <-acs> <hostmask>
kick <hostmask>

Examples:

kick 314
kick -a *.com
kick *.badsource.com

listeners

This command displays a list of all connected listeners. The output can be restricted to those
listeners matching a specific hostmask.

Syntax:
listeners [hostmask]
Example:

listeners *.ifag.de

oper

Most commands on the admin console are restricted to NtripCaster operators. To obtain
operator privileges, the ,oper®* command with the NtripCaster operator password as
argument can be used.

Syntax:
oper <operator password>
Example:

oper cooloperpass

pause
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The data flow to a client or from a source can be cut with this command.
Syntax:

pause <client or source id>

Example:

pause 314

quit

The ,quit* command is used to leave the NtripCaster admin console. This can only be used,
when the console is accessed through the remote interface (e.g. using telnet). An optional
argument will be used as a signoff message, e.g. displayed to other connected admins.

Syntax:
quit [message]
Example:

quit Bye Bye

rehash

This command can be used after changing parameters in the NtripCaster configuration file
(ntripcast.conf or source-table.dat). When used with an argument, it will understand this
argument as a filename and parse this as a configuration file.

Syntax:
rehash [filename]
Example:

rehash /tmp/newrtcmast.conf

select

.select’ is useful when a listeners should be transferred from one stream to another. It can
either transfer all clients connected to source A, to source B, or all clients connected to
source A matching a pattern, to source B, or just one single client with a specified id, to a
new source.

Syntax:

select <-a> <source source id> <target source id>
select <client id> <target source id>
select <source source id> <hostmask> <target source id>

Examples:

select 514 23
select -a 43 23
select 23 *.se 43

sources

~sources® is used just like ,listeners® to view all the connected sources. It can be used with an
optional argument to limit the list to only the sources matching the specified hostmask. It also
accepts a large number of options. By default the output is defined by the variable
default_sourceopts.
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The options are as follows.

i - Connection id

s - Socket descriptor

t - Time of connect

p - Connection ip

h - Hostname

¢ - Connection state

y - Source type

¢ - Number of clients

d - Dumpfile

r - Mountpoint priority
M - Source mountpoint
R - Bytes read

W - Show bytes written
C - Total client connects
T - Time connected

Syntax:
sources [hostmask] [-options]
Example:

sources *.apan.com -aCW

shutdown

This command is used to shutdown the server. An optional argument can be introduced
which will be used as a shutdown message broadcasted to all connected admins.

Syntax:
shutdown [message]
Example:

shutdown caster_goes_down

set

This command is used without arguments. ,set” will display a list of all NtripCaster variables
and their current values. It can be used also to change any of those variables if the name is
specified and the new value is entered as arguments. Typing ,help settings® will give a short
description of all the settings, and a longer description for the settings is available here.

Syntax:

set
set <variable name>
set <variable name> <new value>

Examples:

set client_timeout
set max_clients 580

stats

The ,stats” command will print some information about the current number of connections,
averages on client connections, bytes read and written, etc. It looks a lot like the output
available from the statistics file. As an argument, ,hourly“ or ,daily“ can be put. Then the
averages and totals for the last hour or day will be printed.
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Syntax:
stats [hourly|daily]
Example:

stats hourly

tail

The ,tail* command can be issued by an administrator to display messages written to the
logfile. It's similar to the unix tail command.

Syntax:
tail
Example:

tail

tell

An admin can send a message to all other connected admins using the ,tell“ command. Any
argument will be send to all admins.

Syntax:
tell <message>
Example:

tell new NtripSource

unpause

The ,unpause” command unfreezes a client or stream previously paused with the ,pause”
command.

Syntax:
unpause <client or source id>
Example:

unpause 314

uptime

The ,uptime“ command is similar to the Unix uptime command. It prints the number of days,
hours, minutes and seconds the NtripCaster is up and running.

Syntax:
uptime
Example:

uptime

list

This command is used to list all connections, sources, admins, or clients.

Syntax:
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list [nhostmask]
Example:

list *.toomanyarguments.com

relay

To mount a remote stream on the NtripCaster, or to mount one of your local streams on a
remote server, the ,relay“ command should be used.

Syntax:

relay pull [-m <localmount>] <url>
Example:

relay pull ifag.de:2101/BUCUO

auth

This command is used to display authorization users, mounts and groups.

Syntax:
auth <groups|users|mounts>
Example:

auth groups
auth users

3.3. Standard versus Professional NtripCaster

As stated above, the general structure of both NtripCaster versions is identical. Their
implementations follow the same concept. However, the following features are available only
with the Professional version. They may become important in case of a professional/
commercial usage of the software when hosting/housing an NtripCaster e.g. within the
premises of an Internet Service Provider or computer center:

Meant for mass-usage, handles a few hundred sources for a few thousand
simultaneously connected clients

Offers Telnet administration console and Web Interface for remote operation and
control over the Internet

Generates and maintains dynamic in addition to static source-table
Creates log files with detailed information for accounting/billing

Configuration “on the fly”, no shutdown and restart in case of configuration changes
(interruption-free operation)

Extended Authentication/Authorization/Accounting (AAA) mechanism, allows building
of and authorization for “logical” networks of streams

Control of simultaneous client access on a per-user-bases, user can be authorized for
a single or any number of simultaneous client connections

Relay function (puller feature), allows accessing streams from other NtripCaster
installations for further dissemination (and thus setting up cascading network of
NtripCasters)
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Temporary allow/deny NtripClient/NtripServer access to NtripCaster via IP address
hostmask

3.4. Internet Connection

Any operator of an NtripCaster has to guarantee sufficient Internet bandwidth in order to
provide an uninterrupted service. The bandwidth needed depends on the number of
simultaneously supported clients and the kind of data they retrieve. Two examples:

250 simultaneously connected RTK/RAW data users need about 1Mbit/s.
2500 simultaneously connected DGPS data users need also about 1Mbit/s.

The Professional NtripCaster controls the required bandwidth. It can be configured to not
exceed a bandwidth limit. When reaching the limit, any further client access to the
NtripCaster is denied till the number of simultaneous users drops down again.

Besides an adequate bandwidth, a continuous availability of the Internet connection is very
important. In case the Internet connection is shared with other users, it is highly
recommended to prioritise the real-time NtripCaster communication against none real-time
applications in order to avoid temporal bottlenecks and high latencies following network
congestions.

3.5. Hardware

Various Linux distributions and hardware platforms may be used to run the NtripCaster
example implementation. The following configuration has been tested in January 2003 and
may thus be understood as one possible example.

Server PowerEdge 1650

Basic Server Installation Packet, Linux Redhat 7.3
Intel® Pentium® Il Processor 1,40 GHz

Second Processor, Plll P1650

8x DVD-ROM

Rack Kit for 19" Racks

Redundant power supply (2x)

PCI Slots - PE 1650 Riser: 2x 64 Bit/66 MHz

1 GB PC133 ECC SDRAM (2x 512 MB)

2x18 GB SCSI Hard Disc, 10.000 RPM Ultra3/160
PERC3/DC PCI RAID Controller 128 MB

RAID Level 1

2x Intel® Gigabit Ethernetadapter Onboard (10/100/1000)
ERA - Embedded Remote Access onboard integrated
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4. Monitoring

To establish and maintain a professional service, it is important to continuously control
“single points of failure” like the NtripCaster. This means that a monitoring of NtripCaster
implementations and (if possible) individual data stream is necessary.

4.1. Remote Networked Monitoring

To guarantee an outage detection of NtripCaster’s at a reliability level of 99 percent or even
higher, a Networked Monitoring concept has been developed where the function of an
Ntripcaster is controlled by at least three independent remote monitoring systems. A Linux
shell script NtripMonitor has been written to do this. It simply checks whether an NtripCaster
is up and running. If an outage is seen simultaneously by at least two NtripMonitor
implementations, it is extremely likely that an NtripCaster problem or a problem of its Internet
connection occurred. Information on detected outages is stored in a log-file that is uploaded
once per day via FTP to the affected NtripCaster operator. The NtripMonitor control
mechanism consists of:

Download NtripCaster source-table once per minute
If downloading source-table fails: NtripMonitor tries to ping the NtripCaster
If ping to the NtripCaster fails: Pings to a series of other regional servers are tried.

Consequently, preconditions for running NtripMonitor are that:

Ping to hosts outside the LAN housing NtripMonitor is allowed

FTP upload is allowed

Clock of the machine hosting NtripMonitor is synchronized

Sendmail daemon is activated to e-mail warnings in case of critical situations.

Daily generated NtripMonitor log-files contain lines like

SOURCETABLE DOWNLOAD FAILED AT "MINUTE" yymmdd HH:MM
PING TO BROADCASTER FAILED AT "MINUTE" yymmdd HH:MM

where parameter "MINUTE" is given in minutes since begin of the year. All times refer to
UTC.

Linux shell script NtripMonitor is available for NtripCaster operators on request, see Fig. 27
for its help function and usage examples.

[weber@gref-ip monitor]$ ./NtripMonitor -h
Version: 2.0

Usage: NtripMonitor <Local> <Remote>
Local: May be set to BKG ICD IGNE SGO FGI SCIGN
Remote: May be set to EUREF EGNOS ICD IGNE SGO FGI SCIGN

Examples: NtripMonitor BKG EUREF
nohup ./NtripMonitor BKG EUREF 1>/dev/null 2>&l &
[weber@gref-ip monitor]$

Fig. 27: NtripMonitor Usage

Note that NtripMonitor may simultaneously monitor more than one NtripCaster
implementation e.g. through entering commands:

nohup ./NtripMonitor BKG EUREF 1>/dev/null 2>&1 &
nohup ./NtripMonitor BKG EGNOS 1>/dev/null 2>&1 &



34

Commands like this may also be included e.g. at the end of /etc/rc.d/rc.local to get script
NtripMonitor running after re-booting the hosting machine.

Each <Local> and <Remote> parameter refers to a configuration section in NtripMonitor
where a number of parameters are defined. For integrating additional <Local> or <Remote>
definitions, the corresponding sections in NtripMonitor have to be extended.

4.2. Local Monitoring

In addition to the Networked Monitoring, the EUREF-IP NtripCaster operated by BKG is
continuously controlled by a local monitoring system. This again consists of Linux shell
scripts operated apart from the NtripCaster implementation. They are neither part of the
Standard nor part of the Professional NtripCaster software but build a separate software tool
meant for internal use only.

The local monitoring comprises

availability checks carried out every minute as well as a
daily and monthly analysis of NtripCaster log-files.

The results of the availability checks are used to:

Control whether the NtripCaster software is up and running

Detect individual streams outages

Generate “Notice Advisories to Broadcaster Users” (NABU)
Generate daily outage plots as well as daily & monthly outage tables
Generate distribution maps of available streams/networks/casters.

The availability checks are based on source-table downloads. In case of Professional
NtripCaster implementations, a comparison of static and dynamic source-tables is carried
out. Note that monitoring the Standard NtripCaster does not provide individual stream outage
information because this software version does not maintain a dynamic source-table.

The results of the log-file analysis are used to:

Generate statistics about the daily and monthly usage and user characteristics as seen
by the NtripCaster

Generate MS Excel files in CSV format with accounting information e.g. for billing
purposes.

4.21. Stream Outages

Outages as detected by availability checks are used to generate stream outage plots.
Streams that don’t show up in an outage plot had no outage. Note that the outage
information is based on a minute by minute check as seen by the monitoring system and not
on recordings of the (Professional) NtripCaster. Stream interruptions shorter than 60 seconds
as well as failures of the monitoring system or its Internet connection may leave some
outages undetected. Each line in an outage plot contains unavailability information for a
specific stream and is labeled by its mountpoint. Any single outage appears as a colored dot.
The plots show a one minute resolution in time. Colors represent affiliations to networks of
streams. All times are UTC. Fig. 28 shows an example for a daily outage plot.

In addition to individual stream outages, information on overall outages of the NtripCaster
software as well as outages of its host or Internet connection is shown under the labels
“‘SOURCETABLE” and “BROADCASTER”. This information is based on results merged from
remote Networked Monitoring and local monitoring.
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BKGs NtripCaster Stream Cutages 7.86% on 040705 UTC
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Fig. 28: Daily Stream Outage Plot

Compiled outage information is used to provide daily and monthly outage statistics as shown
in Fig. 29. These statistics include information on overall outages of the NtripCaster software
as well as outages of the host or its Internet connection (merged from remote Networked

Monitoring and local monitoring).

MONTHLY OUTAGE STATISTIC 0406 OF BKGs NTRIP EUREF-IP BROADCASTER STREAMS

BROADCASTER

NTRIPCASTER HOST DOWN OR UNAVAILABLE 0.03%

NTRIPCASTER SOFTWARE DOWN OR UNAVAILABLE 0.17%

OUTAGE M-POINT STREAM-IDENTIFIER NETWORK
0.33% SZEKO Szekesfehervar Misc
0.35% SALOO Saarlouis SAPOS-SAR
0.37% MERZ0 Merzig SAPOS-SAR
0.44% LEIJO Leipzig IGs
0.45% HUEG1 Huegelheim ascos
0.46% BERLO Berlin SAPOS-BLN
0.50% OMNIO Test EA Sat OmniSTAR
0.54% HAMMO Hamm ascos
0.55% PENCO Penc-RT EUREF
0.93% PASS0O Passau GREF
0.94% WTZJ0 Wettzell IGS
1.09% GOPEO Praha-Ondrejov EUREF
1.12% MUWFQ Muenster-WF GREF
1.19% STEIO Steinbrink ascos
1.20% KOELO Koeln GREF
1.21% DREJ1 Dresden GREF
2.84% BRUSO Brussels Misc
2.88% FFMTO Frankfurt Misc
2.89% LEIDO Leidschendam OmniSTAR
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Fig. 29: Monthly Stream Outage Statistic

4.2.2.

Notice Advisory to Broadcaster Users (NABU)

The monitoring system generates "Notice Advisories to Broadcaster Users" (NABU's)
whenever necessary. If a data stream is unavailable for more than 15 minutes due to any
reason, the monitor system creates a NABU message and sends it by e-mail to the affected
stream provider, see NABU — Stream Unavailable example in Fig. 30. Each NABU carries an
8-digit NABU number. Digits 1 to 4 show the current year number whereas digits 5 to 8
contain a serial number. All NABU messages are stored in a NABU archive and could be

downloaded from the Ntrip Web pages.

NOTICE ADVISORY TO BROADCASTER USERS

SUBJ: GNSS REAL-TIME DATA STREAM(S)
213.20.169.236 UNAVAILABLE - UNTIL FURTHER NOTICE

1. NABU TYPE:

NABU NUMBER:

NABU DTG:

UNAVUFEFN

20043551

040706 10H46 UTC

2. STREAM(S) AFFECTED: 1

ROMAO :

START DTG:

ROMA

STOP: UFN

3. CONDITION: GNSS REAL-TIME DATA STREAM(S)

040706 10H32 UTC

(NABU) 20043551

FROM EUREF-IP NTRIP BROADCASTER

NTRIP BROADCASTER 213.20.169.236 UNAVAILABLE
UNTIL FURTHER NOTICE

4. POC: BKG AT +49 69 6333-253,

EUREF-IP@BKG.BUND.DE,

http://igs.ifag.de/root ftp/misc/ntrip

http://igs.ifag.de/index ntrip.htm

Fig. 30: NABU - Stream Unavailable

An additional message is sent to the affected stream providers 5 minutes after the stream
becomes available again (see NABU — Stream Available example in Fig. 31).

NOTICE ADVISORY TO BROADCASTER USERS

SUBJ: GNSS REAL-TIME DATA STREAM(S)

(NABU) 20043550

FROM EUREF-IP NTRIP BROADCASTER

213.20.169.236 AVAILABLE AFTER OUTAGE

1. NABU TYPE: AVAILAB
NABU NUMBER:

NABU DTG:

20043550

040706 10HO07 UTC

2. STREAM(S) AFFECTED: 1

BUCUO:

BUCHAREST, REF NABU: 200435438,

FROM EUREF-IP

REF START DTG: 040706 09HO1l UTC



37

3. CONDITION: GNSS REAL-TIME DATA STREAM(S) FROM EUREF-IP NTRIP
BROADCASTER 213.20.169.236 AVAILABLE AFTER OUTAGE

4. POC: BKG AT +49 69 6333-253, EUREF-IP@BKG.BUND.DE,

http://igs.ifag.de/root ftp/misc/ntrip
http://igs.ifag.de/index ntrip.htm

Fig. 31: NABU - Stream Available

Further NABU types are defined to provide information on forecasted outages or general
information. Templates describing them are available from the NABU archive.

4.2.3. NtripCaster Usage

The NtripCaster log-files provide details for generating daily and monthly usage statistics.
These statistics cover information on active clients, sources, networks of sources, transfer
rates, and transmitted data volumes etc., see example in Fig. 32.

MONTHLY USAGE STATISTIC 0406 OF BKGs NTRIP EUREF-IP BROADCASTER STREAMS

NUMBER OF REGISTERED CLIENTS: 232
NUMBER OF ACTIVE CLIENTS: 91
NUMBER OF CLIENT CONNECTS: 213639
NUMBER OF REGISTERED NETWORKS: 15
NUMBER OF REGISTERED STREAMS: 159
NUMBER OF ACCESSED STREAMS: 153
TOTAL LISTENER TRANSFER (MBYTE) : 153630
AVERAGE LISTENER TRANSFER (KBYTE) : 719
TOTAL LISTENER TIME (H): 115015
AVERAGE LISTENER TIME (SEC): 1938

USED CLIENT SOFTWARE

NTRIP Caster 1.5.5

NTRIP DLRiNMTF/l.O

NTRIP DLRiNMTF/l.l

NTRIP GNSMART

NTRIP GNSS-Surfer

NTRIP GNSSInternetRadio Pocket PC/0.1.2
NTRIP GNSSInternetRadio/1.3.7
NTRIP J2ME/1.3

NTRIP J2MEClient/0.1

NTRIP LinuxClient NtripLC 0.1
NTRIP MultinavClient/1.42
NTRIP NtripLinuxClientl.3
NTRIP SurveyController/10.70
NTRIP TerraSync

NTRIP WindowsClientl.0

NTRIP anonymous

Fig. 32: Monthly NtripCaster Usage Statistic

For billing purposes, daily accounting files are generated as shown in Fig. 33. These
accounting files document the connection time of clients per mountpoint as well as retrieved
data volumes. They refer to users ID’s and thus protect personal identities for data privacy
reasons.
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| 9| 05 Jul04] 06:35:34 userld 14115201 BERLO NTRIP GMSS-Surfer 29
10| 05 Jul 04 06:3%:12 userd 129217182198 JENAD NTRIP Caster 1.55 E70
11| 05 Jul 04 06:32:41 userd 129217182198 SAALD NTRIP Caster 1.5.5 2
112 05 JulDd) 08:39:49 userl@d  193.8.40.126 WWORBO NTRIP WindowsClient1.0 718
44> bl 040706 |«
Bereit | | 1

Fig. 33: NtripCaster Daily Accounting File

4.3. Stream Distribution Maps

An NtripCaster source-table can be downloaded via Internet using an NtripClient or a Web
Browser. Source-tables contain meta data describing the location of reference stations and
data formats (STR-records), networks of streams (NET-records), and NtripCaster
implementations (CAS-records, see NtripDocumentation). Downloading a source-table and
decoding its content enables generating stream distribution maps as shown in Fig. 34.

Ntrip Real—-Time GNSS Networks All-Europe, Stotus 040708

Fig. 34: Stream Distribution Map
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Maps of this type are produced on a daily basis for all known NtripCaster implementations.
Note that the EUREF-IP Pilot Project tries to keep track of all upcoming NtripCaster
implementations and maintains a Web page with stream distribution maps in order to keep
the user community informed and help spreading the Ntrip standard.
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5. Downloads

The BKG maintains a Web site in order to keep the interested community up to date about
Ntrip developments. This information is available through Ntrip’'s homepage at
http://igs.ifag.de/index_ntrip.htm. .

The latest version of this document as well as the programs which are part of the example
implementation are available through http://igs.ifag.de/ntrip_down.htm.

Operational information on available NtripCasters and their real-time data streams is
available from http://igs.ifag.de/index ntrip _cast.htm.




