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Objective

e Provide anintegration between UiPath and SharePoint that permits the usage of the key
functionalities of SharePoint that are most likely to be used in an automation.

e Allow document and folder management for Libraries.

e Allow CRUD functionalities on SharePoint Lists.

e Allow the creation/deletion of groups and the administration of the permissions
assigned to them and of the users inside.

e Grouping the queries sent to SharePoint (whenever possible) so that we can do many
requests in a relatively short amount of time.

¢ Give the user the option between multiple types of Authentication: Basic Auth,
Interactive Authentication at Runtime, Azure App, SharePoint App Principals, etc.

Activities

1. SharePoint Activity Scope

E:- Sharepoint application scope D

Enter the url to the 5P site

Test Connection

(3] Do

b3

Drop Activity Here
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1.1.

Description

This activity will be used as a container for all the other activities in the package. Its main
purpose is to perform the authentication with the SharePoint site and to organize the queries
sent by the other SharePoint activities (whether they are grouped together, or they are sent
individually).

1.2.

Parameters

URL: The URL of the SharePoint site where we want to perform all our queries

o

All the SharePoint activities contained inside will be executed at the level of this
site

UserName & Password/SecurePassword: The credentials that should be used to
connect to the site

o

o

You can choose between providing the password either as a simple String or as
a SecureString. It is required to set the value only for one of them.

No need to provide the credentials here when using WebLogin or App-Only
login type.

Login Mode: A choice between Online (default), OnPremises, App-Only,
WebLogin(uses Sharepoint PnP, for MultiFactor Authentication) and AzureApp.

o

Based on the type of SharePoint instance you have, choose the appropriate
value.

If the account or app used does not have the necessary permissions, some of
the activities will throw exceptions.

Online: Basic Username and Password Authentication for SharePoint Online
instances

OnPremises: Basic Username and Password Authentication for On-Premises
SharePoint Server instances (especially useful if you are using an older version
of SharePoint — like SharePoint 2013/2010, for example)

WebLogin: Authentication that opens a popup form for the user to introduce
their credentials and waits for the second authentication factor to be solved
(for example: approving the sign in request sent in a Microsoft Authenticator
app, or use a verification code from a mobile app, etc). It remembers the set
credentials for a period, so the user will not have to enter them every time,
unless they choose to (by selecting ResetCredentials parameter in the activity).
Recommended only for Attended Robots

You should use App-Only for SharePoint sites for which you are able to create
an app-only principal with tenant permissions, on which you can generate a
Client Id and Client Secret. You will use the two codes for logging in and the
credentials are no longer required!

AzureApp is a login mode that will use an Azure App to impersonate a specific
user and perform actions on their behalf. It uses the AzureApplicationID,
AzureAppPermissions, Username and Password/SecurePassword properties.
This login mode is only available for SharePoint Online instances only.
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e QueryGrouping: Option which the user can enable in order to specify that all the
SharePoint queries done inside this activity scope should be executed at the end

o This option allows us to more efficiently execute many requests in a relatively
short amount of time (For example if you want to add 100 new items to a list,
you can group all the queries in order to achieve better performance)

o Observation: Using this option will only let you use the following activities
inside this Scope: AddListitem, AddPermission, RemovePermission,
AddUserToGroup, CreateGroup, DeleteGroup, RemoveUserFromGroup.

e Clientld: The Client Id generated for your site! Use it only when connecting using an
app-only principal!

e ClientSecret: The Client Secret generated for your site! Use it only when connecting
using an app-only principal!

e LoginTimeout(miliseconds): For WebLogin: the amount of time to wait for the user to
enter the credentials and finish the Multifactor Authentication. The default is 300000(5
minutes). After this time, if the login is not performed, an exception will be thrown and
the execution will end.

¢ ResetCredentials: For WebLogin: sign out the current user in order to enter new
credentials (in case of MFA, the user might remain logged in for some time; if we need
to log in a different user, we have to sign out the current one)

¢ ClientContext: an out argument of type Microsoft.SharePoint.Client.ClientContext that
can be used to send requests to the SharePoint site in Invoke Code or Invoke Method
activities.

o PlatformType: This property can be used to specify the type of SharePoint installation
our activities are used with (either SharePoint Online or On-premises). This is relevant
since depending on the type of platform, some activities can behave in a slightly
different manner. Currently this only affects the Upload Large Files activity, but in
future versions other activities might be impacted by it, too.

e AzureAppld: Used only with the AzureApp login mode, stores the Client ID of the Azure
App

o AzureAppPermissions: Used only with the AzureApp login mode, can be used to
configure the level of access allowed with the Azure App login

1.3. Test Connection

A new button was added to the SharePoint Application Scope activity, that can be used to test
the connection to your SharePoint site before runtime. The button opens the “SharePoint
Connection Test” form in which the user needs to enter the credentials that they would use to
connect to SharePoint. The form opens with the default values for the fields completed from
the Activity’s settings.
Depending on the chosen Instance Type, the fields to complete differ:
o for WebLogin: Reset Credentials can be selected and the LoginTimeout can be set(no
need for Username and Password to be set here, as the user will have to introduce
them)
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e for Online and OnPremises: Username and Password

o for App-Only: Client ID and Client Secret

o for AzureApp: : Username, Password, Azure App Id and Azure App Permissions
The SharePoint URL is mandatory regardless of the SP Instance Type
Observation: You cannot use variables in the fields here, as we are not at runtime and their
value cannot be computed

1.4. Setup guide

1.4.1. How to select the URL of your SharePoint site

Whenever we try to interact with a SharePoint entity, we first need to figure out what site that
entity belongs to, as our activities function only in the scope of the SharePoint site given by
the URL property.
So, once we have a SharePoint resource, we need to figure out what the URL of our site is. To
do that, you can simply navigate to the Homepage of the site:

SharePoint

BROWSE

# EDIT LINKS
S »
g Documents
Motebook
New Upload Sync

Pages
Once we are on the Homepage, we should look at our URL and extract only the Root of our site.
The root is the part of the URL that remains constant, no matter what page of the site you're
on:

G O [« b sitePages/Home.aspx

In my case, I’'m on the Home.aspx page which is a file in the SitePages library in my site, so | will

remove that part of the URL and keep everything before it and use that in my SharePoint Scope:
@ Sharepoint application scope A

Test Connection

-
Q
=]

»

Keep in mind that if you want to use 2 SharePoint objects located on 2 different sites, using a
different SharePoint Scope Activity with a different URL is necessary for each one of the objects.
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Observation: SharePoint sites can have subsites and the root of a subsite will usually look like
this {parent site root URL}/{subsite name}, this could be a bit confusing if you’re unfamiliar
with SharePoint but applying the rules described above should give you the correct root URL for
both parent and child sites.

1.4.2. Configure the App-Only Login mode

SharePoint App-Only authentication works for both Online and On-premises SharePoint
installations and it involves the creation of an app entity with a Client ID and Client Secret called
an app-only principal to which you can grant permissions to access SharePoint Sites and
resources (like Lists, Libraries, Files, Folders, Groups, etc.).

Setting one up requires Admin Access to your SharePoint and is relatively straightforward but
assigning the right permissions to your App Principal can be somewhat tricky the first time you
do it. Still, the links below should provide you with all the information you need:

e Thisis an in-depth guide on how an app-principal can be created:
https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-
azureacs

e This cheat sheet can be used to assign permissions to an App-Principal:
https://medium.com/ng-sp/sharepoint-add-in-permission-xml-cheat-sheet-
64b87d8d7600

1.4.3. Configure the AzureApp Login mode

For SharePoint Online Instances it is possible to authenticate using an Azure App with delegated
permissions and a user account. This means that you can create an App in your Azure Active
Directory that will be allowed to perform operations on your SharePoint site on behalf of a
specific user. To use this type of login, your SharePoint Scope needs to be provided with the
App Client ID together with a Username and Password.

Setting up an Azure Active Directory App for the SharePoint activities package is largely similar
to setting up an App it for the Office365 activities or the Exchange activities in the Standard
Mail Activities package, so most of the steps are the same but some differences do exist:

1. Open you Azure Portal and go to the Azure Active Directory
2. Navigate to the App Registrations Section and click on New application


https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-azureacs
https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-azureacs
https://medium.com/ng-sp/sharepoint-add-in-permission-xml-cheat-sheet-64b87d8d7600
https://medium.com/ng-sp/sharepoint-add-in-permission-xml-cheat-sheet-64b87d8d7600
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Home > Uibath

UiPath | App registrations  # -

< & endpoints £ Troubleshooting ¥ Download [l Preview features

@ overview

All applications  Owned applications
¥ Getting started e Zwmed spplications
B Preview hub [P start typing a name or Application ID to filter these results
X Diagnose and solve problems

Display name
Manage
& users
2 Groups

&, Rales and administrators
3 Administrative units
i enterprise applications

3 Devices

& App registrations

&) Identity Governance

£ application proxy

3. Give your App a name and choose the desired option for the supported account type.
(Single Tenant if you want the app to be used only by users in your company or
Multitenant if outside users should be able to use it too).

a. Most of the time Single Tenant should be enough for RPA purposes
b. If you're finding it hard to decide, Azure has a section with detailed info about
these 3 options

Supported account types

Who can use this application ar access this API?

@ Accounts in this organizational directory only (UiPath only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directery - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microseft accounts only

4. In the Redirect URI section, select the Public client/native and type
“https://login.microsoftonline.com/common/oauth2/nativeclient”
Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| Public client/native (mabile ... | | P*ttps:,«',«'login.microsDf‘tonIl'ne.com,«'cammor*,f'oa.lthz,fnativeclienﬂ /l

5. Click Register
6. After the App is created, open the Authentication Tab and enable Public Client Flows

Manage

Branding

3 Authentication

Certificates & secrets
Il Token configuration
- APl permissions

@ Expose an API

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: Yes
= App collects plaintext password (Resource Owner Password Credential Flow) o

* No keyboard (Device Code Flow) o
* 550 for domain-joined Windows (Windows Integrated Auth Flow) o
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7. Once your application is created, go to the Permissions screen and click Add a
permission

Call APIs

- h P (£
r
o .
= o~
Build more powerful apps with rich user and business data

from Microsoft services and your own company’s data
sources.

S

8. Find the SharePoint permissions and select Delegated Permissions and then select any
of the 4 permissions: Read, Write, Manage and Full (depending on what type of access
your automation needs)

Request APl permissions

<Al AP
ﬁ SharePoint
https://microsoft.sharepoint-df.com/ Docs
@ SharePoint APis are available via the Microsoft Graph APl You may want to consider using Microsaft Graph instead.

What type of permissions does your application reguire?

Delegated permissions

Your application needs to access the APl as the signed-in user. Your application runs as & background service or dagmen without

signed-in user.

Request APl permissions >

<Al APIS

[P start typing a reply url to filter these results

n shows the default val t can be customized per
here this app will be
Permission Admin consent required
o
N allsites
Alsites FullContral @
O Vs
Have full control of all site collections
0 Allsites Manage @ N
o
Read and write items and lists in all site collections
AllSites Read (D
O ) No
Read items in all site collections
Allsiteswrite (&
| o
C Read and write items in 2l site collections

Observation:

For performing CRUD operations on List Items or Files: Read, Write and Manage permissions
are enough. However, if you want to manage groups and permissions, you will need FullControl
permissions (which will probably mean that Admin Consent will be needed).

10
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9. Now we should be ready to configure our SharePoint Application Scope, for that, we
need to copy the Application (client) ID:

< @ pelete & endpoints & pr features

@ Got a second? We would love your feedback on Micrasoft identity platform [previously Azure AD for developer). =

~ Essentials

Display name I Copy to dlipboard Supported account types
Application (client) ID : o Redirect URIs

Directory (tenant 1o : [ Application 1D URJ
Object D g | Managed pplicationin |

10. Simply fill in the URL, AzureAppld, AzureAppPermissions, Username, Password and
AzureAppPermissions (make sure you select only permissions that have been given to

the Azure App)

g@__fjﬂzureAppCunnection e é;
AzureApplicationlD _ E
AzureAppPermissions Write, Manage v %

El Common &
DisplayName Sharepoint application scof

B Misc
Private O

B Output
ClientContext Enter a VB expression

B QueryGrouping
QueryGrouping O

B SharePointConnection
Login Mode AzureApp
Password _
SecurePassword Enter a VB expression | ...
URL “https:f’.«'_
UserName _

&l SPAppOnlyConnection
Clientld The

ClientSecret

PlatformType Online

El SPWebLoginConnection
LoginTimeout(milliseconds) For Weblogin: the am | ..
Reset Credentials O

11. (optional) An admin of you Azure tenant can grant consent for your Azure App to be
used with all users in your tenant, if that is not possible, see the next step.

12. If an Admin can’t (or most likely won’t) grant consent for the entire tenant to use this
application, you will need to manually grant consent for the account you’re about to
use. To do this, follow these steps:

a. Click on the test connection button

b. Inthe popup, set the Instance Type to AzureApp and fill in the Azure App ID and
the Permissions fields. Make sure they match the permissions in the property
AzureAppPermissions of the scope activity exactly!!

11
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@ SharePoint Connection Test X
- -0
Introduce your SharePoint connection parameters intActivities. SharepointApplicationScope
S ction . . i
ID
Userneme _ Sharepoint application scof
Password [7 —
Enter a VB expression
Permissions: [|Read
ection
Iest Connection I Get User Consent | AzureApp
I
Enter a VB expression | ..
'hnp;m’_

c. Click on Get User Consent. A popup will _appear and you will have to login with
the account you will use in the SharePoint Scope. Once you’re logged in, Click
Accept.

Sign in te your account

B® Microsoft

Permissions requested

This application is not published by Microsoft.

This app would like to:
v Read and write items and lists in all site collections
v View your basic profile

~~ Maintain access to data you have given it access to

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at httpsi//myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

13. Now the activity is ready to be used

2. SharePoint.Activities.Lists

A set of activities which provide the basic CRUD functionality for a SharePoint List:

e AddListltem

e Getlistltems

o Deletelistltems

e Updatelistltems

o AddListltemAttachments

e GetlistltemAttachments

¢ DeletelistltemAttachments

12
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2.1. AddListltem

This activity adds a single item to a SharePoint List located on the SharePoint Site specified in
the parent SharePoint Scope Activity. Since adding items to a list can be a repetitive task, this
activity can be used together with the QueryGrouping feature, in order to improve
performance.

2.1.1. Parameters

e ListName: The name of the SharePoint List where we want to add the item

e PropertiesToAdd: A Dictionary<string, object> object which should contain the values
this list item should have. For each element in the dictionary, the Key is a string which
represents the internal name a field has inside the SharePoint list and the Value is an
object representing the actual value the newly added item will have inside that field.

¢ AddeditemID: An out argument representing the ID of the newly added item.

o If the QueryGrouping option is enabled, this argument will be null!

2.1.2. Example

A SharePoint List can have a multitude of data types so adding an item inside a list that makes
use of all these data types can be challenging. In order to understand how we can do it, let’s try
to add an item to the following list:

TestList

(® new item or edit this list

All Items === f ) o

Radu 232 Choice3 Adele Vance 12/20/2018 ] Test Lookup Mo
Item 1

Now, let’s take a closer look at my list fields:

13

https.//sharepoint
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Inside TestList we have the following data types

Columns

Hyperlink or Picture

This is a detailed explanation for all of them

Title is of type Text, so it is basically a plain string

TestNumber is a field of type Number, so in order to add a value here we will use an Int or
a double value

TestChoice is of type Choice, so it is basically a string picked out of a predetermined set of
values. If you go to your list's settings and open the field, you will find the options there. In
my case, they are:

Type each choice on a separate line:

Choice1
Choice2
Choice3

TestPerson is a column which simply hold a reference to a person, so we can set it using
the Persons ID and a Microsoft.SharePoint.Client.FieldUserValue. The ID can be obtained
using the GetUserIlnformation activity in this package.
TestDateTime is of type Date and Time, so we can add a value here by simply passing a
datetime formated as a string
TestLookup is of type Lookup which is basically the way in which SharePoint implements
associations (one-to-one, one-to-many and even many-to-many) between items in
different lists. In order to add a value here, we have to pass the ID of the item we want to
reference in one of the following two ways:
o either by wrapping it inside a Microsoft.SharePoint.Client.FieldLookupValue object
like in the sample bellow
o or by setting the value of the field to a simple string in this format: "ID of the
lookup";#"Title of the Lookup" (for example: "1;#Title" => takes the value of the
column "Title" from the item with ID = 1.)

Just go to the list your lookup column is connected to and get the ID of the list item you
want to be linked to

14
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e TestLookup:Title is secondary column that is configured to automatically display the title
of the value being referenced in the primary lookup column. So no need to set a value
here!

e TestYesNo is basically a boolean value, so we can set it by passing either true or false

e TestLink is a Hyperlink so we can set a value to this field by simply passing an url as a string

In order to add a new item here, | will use the Add List Item activity in the following manner:

B Sharepoint application woope o

B

th Do

B Add list iterm £
List Infernal Mane hesiList

Prop Dictionary: | Mew Dictionans{Of String, Oy

PropertiesToAdd (Dictionary <5tring,Object>)

Mew Dictionary(Of String, Object) From {{ *Title®, “This is a new iterr'-!"}.l

[ “TestMumber®, 222},

[ “TestChoice", "Choice2”),

[ “TestPerson”, Mew Microsoft.SharePoint.Client.FieldUserValue() With { Lookupld = 37 }},
["TestYesMao" False},

["TestDateTime", DateTime.Now],

["TestLookup®, Mew Microsoft.SharePoint.Client.FieldLookupValue() With { .Lookupld = 1}},

{TestLink","https://sharepoint.stackexchange.com)

}

(Note that the value for TestLookup can also be set like this: ! Test-ookup™ T#Title™, )

After this workflow is executed, the following item appears in my List:

Choice2 Adele Vance 1/28/2019 1 Secondary No https://sharepoint.stackexchange.com
Item 1

This is a 222
new
item!

15
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Observation!

One important thing to keep in mind is that in order to reference these fields, we must use
their Internal Name, not their title (often enough, they are not the same). In order to obtain
the internal name of a field open the list settings, click the field and look at the URL of the
page, the internal name will be there:

LAl LAT T NI DUL S any -~ [~ S e -~ .

Internal Namsg
iharepoint.com/_layouts/15/FldEdit.aspx?List=%7B33423145-6FCC-47B6-A873-CAGCIB5CF746%7D&Field

2.2. Get List Items

The ReadListltems activity has been renamed to Get List Items in the newest versions. This is
an activity which uses the Collaborative Application Markup Language (CAML for short) to get a
set of items from a SharePoint list, filtered on certain criteria.

CAML is complex but it is specifically designed for SharePoint so this means that we can create
very powerful and precise queries. Furthermore, we can create these queries using 3rd party
tools that generate CAML automatically, so there's no need to be an expert in order to use this
activity. A good example of such a tool is SmartCAML, which is free in the Windows

store: https://www.microsoft.com/en-us/p/smartcaml/9nn8gjpnxvfg. If you want to learn
CAML the hard way, you can check it out here: https://docs.microsoft.com/en-
us/sharepoint/dev/schema/introduction-to-collaborative-application-markup-language-caml.

This activity cannot be used with the Query Grouping feature enabled on the parent SharePoint
Scope.

2.2.1. Parameters

e ListName: The name of the SharePoint List where we want to read items from
e CAMLQuery: a string containing a valid CAML query that will be used to filter the
specified list

¢ Items(Dictionary Array): An out argument which will contain the returned items filtered
using the CAMLQuery. It will be an array of Dictionary<string, object> objects.

¢ Items(DataTable): An out argument which will contain the returned items filtered using
the CAMLQuery, in a DataTable object, for an easier read of the returned items.

Note! We have created the Dictionary to Table extension method for Dictionary<string, object>[]:
ToDataTable, so by installing this package you have access to the method that can convert any array of
(String, Object) Dictionary to a DataTable. :
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public static DataTable ToDataTable( this Dictionary<string, object>[] dictionary )
2.2.2. Example

Let’s take the same list that we used for the Create List ltem example and try to read some of
its items.

My list currently looks like this:

TestList

(®) new item or edit this list

Allltems s | o

"
"
'n]
=]
W
]

Let’s say that | want to extract all the items whose Title contain "new" and their TestChoice
field contains "Choice2". | will use my SmartCAML (https://www.microsoft.com/en-
us/p/smartcaml/9nn8gjpnxvfg) to quickly create these filtering options and then transfer them
to my SharePoint activity:

Query Configurations in SmartCAML

Site Assets | Testlist X
Designer | XML

X A V¥V |And ¥ TestChoice ¥ || Equal ¥ | Choice2 ~
X A V¥V |And v Title v || Contains ¥ | new b

+ add condition

+ add order by

Resulting XML Query
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<Cluery =
<Where>
<And>
<Eq>
<FialdRef Mame="TestChoice" />
<Value Type="Choice™>Choice2 </Value>
</Eg>
<Contains>
<FieldRef Name="Title" />
<Value Type="Text">new< Nalue:-|
< /Contains>
</And>
< Where>
</Query>

My query added to my Read List Items activity

B Read list iterns P
List Internal Mame: “TestList™

"< Queny> <Where>» <And>" +
"< Eg» < FieldRef Name="TestChoice’ /> <Value Type="C

*«Contains > <Field Ref Mame=Title' /> <\alue Type="Te

Expression Editor

CAMLQuery (String)

“<Query> <Where> <And > +|
“«<Eqg> <FieldRef Mame="TestChoice’ /> <Value Type="Choice'»Choice2 </ Value> </Eq>" +
“zLontans> <FeldHet Mame="1Title’ /> <Value Type="lext > new</f falue> < /Contains=" +

- A 4 A - I § .
< fAnd> </ Where> </ Queny>

I'll also add a ForEach to loop through all the results and a Writeline activity that will write the
information from each item to the Output:
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O FRead list iterns f
Lisk Imtermal Marme: “TestList™
*cueny> cWheres <And =" +

*«<Eq» «FieldRef Names TestCholce' /> <Value Types'Cl
*cContains» <Fheld Raf Mame="Tiths' /> <Value I'g.'l:ll-‘ Te

a For Each

&

ForEach  itermn in | Resulteditems

Besddy

31 Body f

B Write Line

Teat | “This item has the title: = + i

Expression Editor
1| Text (String)

“This iten has the title: * + item("Title").ToString +
* and it was created on” + Convert.ToDateTime(item("TestDateTime")).ToString("yy-MM-dd") +
|' by " + Clype(item("TestPerson”), Microsoft.SharePoint.Client.FieldUserValue).Email

The output will be from the above flow will be:

@ This item has the title: This is a new item! and it was created on19-01-28 by AdeleV@M3
@ This item has the title: Another new item! and it was created on19-01-29 by AdeleV@M:

2.3. Deletelistltems
This is an activity which uses the Collaborative Application Markup Language (CAML for short)
to delete a set of items from a SharePoint list, filtered on certain criteria. This activity cannot be

used with the Query Grouping feature enabled on the parent SharePoint Scope.

For an example on how to use a CAML query, read section 2.2 of this document.
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2.3.1. Parameters

e ListName: The name of the SharePoint List where we want to delete items from
e CAMLQuery: a string containing a valid CAML query that will be used to filter the
specified list and retrieve the items that need to be deleted.
e AddeditemID: An out argument representing the ID of the newly added item.
o If the QueryGrouping option is enabled, this argument will be null!

e NumberOfRowsAffected: An out argument of type Int32 which will contain the number
of items deleted using the CAMLQuery.

2.4. Updatelistltems

This is an activity which uses the Collaborative Application Markup Language (CAML for short)

to select a set of items from a SharePoint list, filtered on certain criteria and then update some
of their fields using a dictionary containing all the properties to modify. This activity cannot be

used with the Query Grouping feature enabled on the parent SharePoint Scope.

2.4.1. Parameters

¢ ListName: The name of the SharePoint List where we want to update the items

e CAMLQuery: a string containing a valid CAML query that will be used to filter the
specified list and retrieve the items that need to be updated.

¢ PropertiesToAdd: A Dictionary<string, object> object which should contain the values
we want to update. For each element in the dictionary, the Key is a string which

represents the internal name a field has inside the SharePoint list and the Value is an
object representing the actual value we will use to update the items.

e AddeditemID: An out argument representing the ID of the newly added item.
o If the QueryGrouping option is enabled, this argument will be null!

¢ NumberOfRowsAffected: An out argument of type Int32 which will contain the number
of items updated using the CAMLQuery.

2.4.2. Example

Let’s take the same list that we used for the previous 2 examples and try to update some its
items and let’s assume that | want to change the Title of all the items that were created on
January the 28th, 2019. In this case, | will use the Created field (this is a field that is managed
internally by SharePoint which contains the date on which the item was created and which is
added automatically to all the Lists) to create the following CAML query:

CAML Query
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"<Query><Where><And>" +

"<Geg><FieldRef Name='Created' /><Value Type='DateTime'>2019-01-28T00:00:00</Value></Geqg>" +
"<Leqg><FieldRef Name='Created' /><Value Type='DateTime'>2019-01-28T23:59:59</Value></Leg>" +
"</And></Where></Query>"

//basically, | want all the items older than 2019-01-28T23:59:59 and newer than 2019-01-28T00:00:00.

Since | want to update the title, | will use the following dictionary for
the PropertiesToAdd dictionary:

CAML Query
New Dictionary(Of String, Object) From {{ "Title", "This item is now old."}}

Now, all the items from Created on that day will have the title: "This item is now old."

2.5. AddListltemAttachments
This is an activity that adds one or multiple attachments to a specified SharePoint list item
2.5.1. Parameters
1. ListName: The name of the SharePoint List for which item we want to add the
attachments
2. ListltemID: An argument of type Int which should contain the ID of the item for which
we want to add the attachments
3. Attachments: Opens the argument editor dialog, which allows us to enter the full paths
of the attachments, one by one
e AttachmentsCollection: An argument of type IEnumerable<String> which contains the
array of strings corresponding to the full paths of the attachments
Observation:
We can mention attachments names both in Attachments and AttachmentsCollection and they
will all be added

2.5.2. Examples
Let’s try to add some files as attachments to the first item in “Dianalist" in SharePoint.

) Get secure credential

@ Sharepoint application scope A UiPathTeam.SharePoint.Activities.Lists AddListitemAttachments
httpsy//uipath.sharepoint.com™ E Common
DisplayName Add list item attachments
% Do A E Input
Attachments (Collection)

AttachmentsCollection Attachments
@> Add list item attachments

»

ListitemID
List Name: = “Dianalist" ListName DianalList
B Misc

Private
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We have to set the ListltemID to 1 (for the first item in the List).
The AttachmentsCollection parameter is set to a string[] variable. Note the strings used
to initiliaze it: they contain the path and the full name of the files to attach:

Name Variable type Scope Default
password SecureString Sequence

Attachments String[ Sequence {"CA\Users\diana.mincu\Desktop\Capture. PNG™,"C:\Users\diana mincu\Desktop\AMS_SC_Inputs_201801 xisx™)

In the Arguments Editor dialog that is opened trough the Arguments parameter, we specify one
more file :

Attachments ? X
x| 4|4

Direction Type Value

In String “CA\Users\diana.mincu\Desktop\AttNew.txt"

Run the workflow and notice the Attachments Properties of the List Item, before and after the
Add:

Add or remove attachments AMS_SC_Inputs_201801.xIsx
AttNew.txt
Capture PNG

B Firstitem
Dianalist A _ B Firsttem
Dianalist
Tile add ¢ Has Access
- e rage | Hashccess
“Firstitem =3 e
o ~Firstltem =
Properties
Properties
Title *
. Title *
Firstitem -
Firstitem
Attach ¢
achments Attachments

2.6. GetListltemAttachments
This is an activity which gets the attachment names from a SharePoint list item.
2.6.1. Parameters
¢ ListName: The name of the SharePoint List where we want to update the items

¢ ListltemID: An argument of type Int which should contain the ID of the item for which
we want to retrieve the Attachment Names.
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e AttachmentNames: An OutArgument of type string[]. Which contains the file names of
all the attachments of the current item

Observation:

In order to download the attachments, use the Get File activity and the following

URL: /Lists/{ListName}/Attachments/{Item ID}/{Attachment name}

2.7. DeletelListltemAttachments
This is an activity which deletes one or multiple attachments from a SharePoint list item.
2.7.1. Parameters
e ListName: The name of the SharePoint List for which item we want to delete the
attachments
e ListltemID: An argument of type Int which should contain the ID of the item for which
we want to delete the attachments
e Attachments: Opens the argument editor dialog, which allows us to enter the names of
the attachments as they are found in SharePoint, one by one
e AttachmentsCollection: An argument of type IEnumerable<String> which contains the
array of strings corresponding to the names of the attachments as they are found in
SharePoint
o DeletedAttachmentsNr:An out argument that returns the number of deleted
attachments

Observation:

We can mention attachments names both in Attachments and AttachmentsCollection and they
will all be deleted

3. SharePoint.Activities.Libraries

A set of activities which can be used for basic operations on files and folders in a SharePoint
Library:

e CreateFolder

e Delete

e GetChildrenNames
o GetFile

e UploadFile

e Moveltem

e Renameltem

e Check In File

e Check Out File

e Discard check out
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These activities provide a way of handling files and folders inside a specific SharePoint Site.
Generally, we can reference these files and folders by using their relative URL.

These activities are not compatible with the QueryGrouping feature; therefore, they cannot be
used if this feature is enabled in their SharePoint Scope.

Determining the Relative URL of a resource inside a library

In order to use these activities, we need to determine the relative path of the libraries, folders
and files we want to use. Usually these paths have the following format:

/{relative site url}/{library}/{folder path inside the library}/{file name} (the relative site url is
optional)

OR

[{library}/{folder path inside the library}/{file name} if our site is the root of the site
collection

For the relative site URL and the library part you should navigate to the library page in
SharePoint and check the URL:

sharepoint.com/sales/Sales%20Documents/|

That means that the URL for the library is: /sales/Sales Documents/ (the relative site url is
optional)

The folder Path can be easily calculated by concatenating the names of all the folder containing
our target, starting from the top-most container and going all the way to the direct parent of
our current target and simply adding "/" between them.

Also, the path of a document/folder can be retrieved by expanding its menu and copying the
link and selecting the relative url (from the "sharepoint.com/" until the "?" and decoding it)

0 racE10OF1 73 B~ =
B Intro % s

Changed by you on 2/11/2019 10:31 AM
D13 shared with lots of people
Open to anyone with a guest link

Edit link - no sign-in required

I https://m365x475056.sharepoint.com/sales/Sales%20Document: I

OPEN  SHARE  FOLLOW
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Edit link - no sign-in required
int.cony/sales/Sales%20Documents/Intro.doc’d=w38a04f7951e

So, for the above example, | will get the URL: /sales/Sales Documents/Intro.docx, if | remove
the optional relative site url, | get /Sales Documents/Intro.docx.

3.1. CreateFolder

This activity adds a new folder in a library, at the specified path. It creates nested folders as
well.

3.1.1. Parameters
e LibraryName: the name of the Library in which the folder will be created
e RelativeUrl: the url relative to the Library of the new folder. If one folder in the specified
URL doesn't exist, the activity creates it.
3.2. Delete
The activity can be used to delete any file or folder in a Library.
3.2.1. Parameters
e Library name: The name of the library where the resource we want to delete is located
e RelativeUrl: The relative URL of the file/folder that will be deleted (relative to the
library)
¢ AllowOperarionsOnASPXFiles: Check this box if you want to change the webpages of
the application itself (pages like Home.aspx, etc. are simply files that are stored in
special libraries that can be managed through these activities). Unless this box is
checked, deleting ASPX files will result in an exception.

3.2.2. Example

The sample bellow will delete the "Samples.docx" file from the root folder of the "Documents"
Library.

Here's the document:
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@ New £ Upload c Sync v
All Documents ~ #=+ Find a file 0
v (0 Name Modified Modified By
@=| Samples % = Afew seconds ago Radu Bucur

Drag files here to upload

And this is the code:

i

B Sharepoint application scope

hittpsyfaome sharepoint. comytestSite’

b

*
[ Sequence

b

B Dolete

Library Names | “Documents

Itern URL Samiples.docx

The Item URL relative to the library would be: “Samples.docx"
3.3. Get Children Names

The activity returns an array containing the direct children names (both folders and files) of a
specified folder.

3.3.1. Parameters

¢ RelativeUrl: The relative URL of the parent folder
¢ ChildrenNames: an OUT argument of type String[] with the children names

3.3.2. Examples

Suppose we need a list with all direct children of a specific folder in our library Sales
Documents.
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The snippet bellow should do the trick. It will provide us with all the names of the items found
in the root folder of the "Sales Documents" library:

»

@ Sharepoint application scope

https://m365x475056.sharepoint.com/sakes”

31 Do A
@ Get children names #
Item URL: | “fsales/Sales Documents®
¢l For Each A
Forfach | item in | salesDocumentshames
Body
-
i) Body A
B Write Line
Text  “Found item: ™ + item

We have to create a String[] variable (in this case salesDocumentsNames) which will be the
output of our activity (as shown in the Properties panel) and will store the array of children
names.

Library folder structure Activity output
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Sales Documents
@ MNew 1 Upload s Symc W
Il Find a file .
s s ad ® Found item: Sales Offers
v D N Modified Modified 8 ® Found item: Closed Deals
Closed Deals =+ About a minute ago WMOD Administra ® FOI_,IHCI itern: Intro dOCK
Sales Offers =+ About a minute ago WMOD Administra . ]
B Intros «+ A few seconds ago MOD Administral
3.4. Get File

An activity that downloads a file from a specified URL into the mentioned local path.
3.4.1. Parameters
¢ LocalPath: Local path where the file will be saved. If it doesn't contain the name that the
file will have locally, the name the file has on SharePoint will be used
e RelativeUrl: The relative URL of the file which will be saved

3.4.2. Example

Here is a sample of using the GetFile activity to download the "Expenses.xIsx" file from the
"TestFolder" folder of the Documents library.

The snippet that does this job it would be:
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O Shaeposnd application scope )

s m365ed TR056 dharepoinl comy'sabed

3 Do #

& Gat file F-%
[Bearm ILIRL walos Shared Dooument

Local Pathc: | *C4Usersuadu bucu Do

\

The SharePoint Item URL is: "/Shared Documents/TestFolder/Expenses.xlsx". The local path is
my Downloads folder.

From SharePoint:

Documents » TestFolder

@ New 1 Upload s Sync ,-:’ Share v
All Documents ==+ Find a file jo
v D Name Modified Maodified By
B Expenses -+« 13 minutes ago MOD Administrator

Into the local path:

n’" Expenses.xlsx C\Users\radu.bucur\Downloads
Date modified: 11/14/2018 %:47 AM 12437183167 100 70 5 Expenses
3.5. Upload File

An activity that uploads a file at a specified URL in a Library, from the mentioned local path and
adds a set of field values to it.
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This will upload the file in the exact path specified in the Item Url. If we don't specify the name
the file will have in SharePoint, it will be given the name it initially had locally.

If uploading bigger files is needed, use the Upload Large File activity instead.
3.5.1. Parameters

e LocalPath: The current local path and name of the file to upload

e RelativeUrl: The relative URL where the file will be uploaded and its name

e PropertiesToAdd: An argument of type Dictionary<string, object> that represents a
collection of values to be added to the field values of the library for the newly added
document. For each element in the dictionary, the Key is a string which represents the
internal name a field has inside the SharePoint list and the Value is an object
representing the actual value the newly added document will have inside that field.

e AllowOverwrite: Checkbox which specifies whether or not we should let the robot
override an existing file with the same Relative URL. Enabled by Default.

¢ AllowOperarionsOnASPXFiles: Check this box if you want to change the webpages of
the application itself (pages like Home.aspx, etc. are simply files that are stored in
special libraries that can be managed through these activities). Unless this box is
checked, uploading ASPX files will result in an exception.

¢ CheckOutFileBeforeOverwrite: If there's already a file with the same name at the
specified SharePoint location, having this checkbox checked will tell the activity to first
check out the file before we overwrite it. Otherwise, no effect.

¢ CheckinFileAfterCreation: If this checkbox is checked, then the robot will attempt to
check in the file after it has been uploaded to the server. If the file is not checked out
after the upload, no effect

Require Check Out

Specify whether users must check out documents before making changes in this document library. .
Require documents to be checked out before
they can be edited?

® Yes No
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Observation:

e If anin-depth example is needed on how to add metadata to a Library Item, check the
example provided for the Add List Item activity.

o If the metadata needs to be edited the Update List Items Activity can be used!

e he "Require Check Out" option (located in the Versioning Section of the Library
Settings) will not let users modify files unless they are checked out. Additionally,
because of this option, any new files uploaded to be checked out by default. In order
to mitigate this setting, you can enable the properties: CheckInFileAfterCreation
and CheckOutFileBeforeOverwrite

Require Check Out
Specify whether users must check out documents before making changes in this document library. .
Require documents to be checked out before
they can be edited?
® Yes No

e CheckinFileAfterCreation and CheckOutFileBeforeOverwrite will cause one extra
query to be made, so the activity will be a bit slower. Do not use them unless
necessary.

3.5.2. Example

Let’s assume that my Documents library has a text field called Additional Info and another field
called Responsible where the current person that is responsible for the document is added:

Documents
@ Mew i Upload S Sync L%
All Documents =« nd a file 0
v
TestFalder v Yesterday at 2:36 AM MOD Administrator
B Advanced+Developer's +guide we Yesterday at 5:12 AM MOD Administrator
B Expenses % e Yestercay at 10:41 AM MOD Administrator

Let’s try to upload a file called ExportedContractsTable.xIsx to the test folder of the Documents
Library. When we upload the document to this library, we would like to add values to both
fields filled with values, so we will add the values to the PropertiesToAdd dictionary:

Properties Dictionary

/* the FieldUserValue is initialized with the ID of the user*/

New Dictionary(Of String, Object) From {

{"Additional_x0020_Info", "This is a short summary of the document"},
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{ "Responsible"”, New Microsoft.SharePoint.Client.FieldUserValue() With { .Lookupld =37 }}
}

The snippets that uploads the file will look something like this:

]

B Sharepoint application scope

b Upload file

pi

Mem UIRL

Local Paih

The Item URL is: “/Shared Documents/TestFolder"
The result will be:

Documents » TestFolder

@ New 1 Upload S Sync \’:l Share v
All Documents === i a file el
v
B Expenses 3% -« Yesterday at 10:42 AM MOD Administrator
B ExportedContractsTable «-+  Afew seconds ago MOD Administrator * Adele Vance This is a short summary of the document

3.6. Upload Large File

An activity very similar to the Upload File activity, designed to upload very large files (over 100
Mb).

The parameters used by this activity are the same as with Upload File, but this activity uses a
different approach to upload files, depending on the type of SharePoint Platform and the
authentication method, so there could be small variations in the performance and error
messages depending on your instance.

Observation:

This activity currently does not support the combination of App-Only Authentication and On-
Premises SharePoint Server.

32



SharePoint Custom Activities Package

3.6.1. Parameters

e LocalPath: The current local path and name of the file to upload

¢ RelativeUrl: The relative URL where the file will be uploaded and its name

e PropertiesToAdd: An argument of type Dictionary<string, object> that represents a
collection of values to be added to the field values of the library for the newly added
document. For each element in the dictionary, the Key is a string which represents the
internal name a field has inside the SharePoint list and the Value is an object
representing the actual value the newly added document will have inside that field.

e AllowOverwrite: Checkbox which specifies whether we should let the robot override an
existing file with the same Relative URL. Enabled by Default.

¢ AllowOperarionsOnASPXFiles: Check this box if you want to change the webpages of
the application itself (pages like Home.aspx, etc. are simply files that are stored in
special libraries that can be managed through these activities). Unless this box is
checked, uploading ASPX files will result in an exception.

e CheckOutFileBeforeOverwrite: If there's already a file with the same name at the
specified SharePoint location, having this checkbox checked will tell the activity to first
check out the file before we overwrite it. Otherwise, no effect.

e CheckinFileAfterCreation: If this checkbox is checked, then the robot will attempt to
check in the file after it has been uploaded to the server. If the file is not checked out
after the upload, no effect

3.7. Move ltem

An activity that moves a file or folder from a specified URL in a Library, to another URL, either in
the same Library or another one.

In the case of folders, they will be moved along with all their contents.
3.7.1. Parameters

o RelativeUrl: The relative URL of the file/folder that will be moved

o DestinationRelativeUrl: The relative URL of the Folder/library where the file/folder will
be moved

¢ AllowOverwrite: Checkbox which specifies whether or not we should let the robot
override a file with the same name already located at the Destination URL. Enabled by
Default.
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3.7.2. Example

Let’s assume that inside my Sales site | want to move the Sales Related Documents folder from
the Documents library to the Miscellaneous folder inside the Sales Documents library.

Folder to be moved:

Documents

@ New 2‘ Upload s Synec v
All Dacuments  «- Find a file o
v O e Modified
Sales Related Documents «es A few seconds ago MOD Administrator
TestFolder == Yesterday at 2:36 AM MOD Administrator
W Advanced+Developer's+guide & s Yesterday at 5:12 AM MOD Administrator
@7 Expenses === Yesterday at 10:41 AM MOD Administrator
Destination:

Sales Documents » Miscellaneous

-8
@ New i Upload ‘,'3 Sync ./ Share v
All Documents ~ ++- Find a file 0
v [ name Moadified Modified By

Drag files here to upload

The snippet of code that achieves this:

B

0 Sharepaint application scopae

“hatpsyimd65x4 T 5056 sharepoint comy'sales
i Do E
B Move item #
I5em LIFCL “fasbei Shared Doousment
Destiration Folder: | =foplesSales Docurmenty’
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The Source URL: //Shared Documents/Sales Related Documents and the Destination
URL: /Sales Documents/Miscellaneous.

Result:

Sales Documents » Miscellaneous

@ New 1 Upload c Sync O Share W
All Documents === Find a file jo
v [ Name Modified Modified By
Sales Related Documents «es A few seconds ago MOD Administrator

3.8. Rename Item
An activity that changes the name of a file of folder from a specified URL in a Library.
3.8.1. Parameters

« RelativeUrl: The relative URL of the file/folder that will be renamed.
« NewName: The new name of the file/folder

3.9. Check in File

An activity that checks in a file from a specified URL. If the file is not checked out, nothing
happens.

3.9.1. Parameters
e RelativeUrl: The relative URL of the file
3.10. Check out File

An activity that checks out a file from a specified URL. If the file is already checked out, an
exception will occur.

3.10.1. Parameters
e RelativeUrl: The relative URL of the file

3.11. Discard check out
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An activity that discards the check out of a file from a specified URL. If the file is not checked
out, an exception will occur.

3.11.1. Parameters

e RelativeUrl: The relative URL of the file

4. SharePoint.Activities.Users

Groups are very important in SharePoint, they can be given permissions to read/edit/create/delete certain
items, folders, lists libraries and even sites. They also have secondary purposes, serving as mailing lists, etc.
SharePoint Groups can contain users and even AD groups, thus making managing permissions through groups
very easy.

To check the current groups your Site has and their members, you should click the "Users and Groups" link
inside the Site Settings:

Site S.e.t.ti.n.gs

People and groups
Site permi 5

Site collection administrators

Site app permissions

This package contains a set of activities which can be used in order to create and delete user
groups, as well as add and/or remove users from them:

o AddUsersToGroup

e CreateUserGroup

¢ RemoveGroup

¢ RemoveUserFromGroup
e GetUser

o GetAllUsersInsideGroup

All these activities can be used together with the QueryGrouping feature, except
GetAllUsersFromGroup and GetUserInformation.

4.1. Create Group

This is an activity that creates a group on the site referenced by the SharePoint Application
Scope.
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4.1.1. Parameters

¢ GroupName: The name of the group we're about to create
e GroupDescription: A description for the group

4.2. Delete Group
Deletes one of the groups on your SharePoint Site.
4.2.1. Parameters
e GroupName: The name of the group we're about to delete
4.3. Add User to Group

Adds a user to a specific group. This also works with AD groups since in SharePoint they are
pretty much treated just like users are.

4.3.1. Parameters

¢ GroupName: The name of the group we're adding the user to
e User: The users email or "{domain}\{username}" or the name of an AD Group

4.3.2. Example

Let’s assume we want to create a group and add 2 users to it, a regular user, which we will
reference using their email address and an AD Group called Everyone.

We will add the regular user to the group by referencing their email address and the AD group
by using its name (which in this case is Everyone).

This example would look like this:
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»

> Sharepoint application scope

“https://uipath.sharepoint.com/radubucur”

31 Sequence A
- q
reate grou, Ea
|» Create group A
“Sales”
user to grou 23
> Add group A
"Sales” “radu.bucur@uipath.com”
user to grou 2
b Add group A

“Sales™ “Everyone®

After the code above is executed on the groups page, we can find the following group:

Everyone except external £

users

Excel Services Viewers B2 Members of this group can view pages, list items, and documents. If the doc
only view the document using the server rendering.

Managers E} Thisisa group for all employees with managing responsabilities

—

Inside, we can find the following users:

Feople and Groups » Managers o

New = Actions - Settings ~ View: Detail View ~
G 1 @ Name About me Title Department
Adele | have been with Contoso for five years, starting as marketing assistant and moving up to supervisory positions. | am currently  Retall  Retail
Vance Retail Manager for our latest line of high-end digital SLR cameras for the professional market. I'm excited about the Manager

opportunity to introduce these cutting-edge products to the market. We have a great team ready to go!

Everyone
except
external
users

4.4, Remove User From Group

Removes a user from a specific group. This also works for removing AD groups from inside
SharePoint groups. It is very similar to the Add User to Group activity.

An exception will be thrown if this activity tries to remove a user that is not part of the group.
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4.4.1. Parameters
¢ GroupName: The name of the group we're removing the user from

e User: The users email or "{domain}\{username}" or the name of an AD Group that needs
to be removed from this group

4.5. Get User

This activity helps you search for a user in SharePoint and returns the users ID and full details. It
searches the user by either the email or the display name of the user.

This activity returns an exception if more than one user is found or if the search has 0 results. It
is recommended that users are searched by email address, this is far more reliable as their
First Name + Last Name combination might not be unique.
4.5.1. Parameters

e User: The email/name the user will be searched by.

e SharePointUser: An out argument of type Microsoft.SharePoint.Client.User containing

all the details of the user

e UserlD: An out argument of type int containing the ID of the found user
4.6. Get All Users from Group
This activity allows you to get a list with all the users inside a SharePoint group. This is useful
whenever we want to add/remove users to a group, since it can help us reduce the number of
unnecessary queries done as well as preventing exceptions (since trying to remove a user which

does not exist in a group can cause exceptions).

Using the GetAllUsersFromGroup activity will also give us all the relevant information about the
users themselves.

This operation cannot be used if the QueryGrouping feature is enabled.
4.6.1. Parameters

¢ GroupName: A string containing the name of the group we want to retrieve the users
for

e Result: An out argument of type List<Microsoft.SharePoint.Client.User> containing all
the users inside this group
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4.6.2. Example

Let’s assume | want to display to the console all the members of the Sales group inside my Site
Collection.

If | navigate to the group's page, | will see the following members:

People and Groups » Sales

New =~ Actions = Settings ~

=
Christie Cline Buy
Adele Vance Ret
Lee Gu Dir

A workflow that retrieves the information of all these users from SharePoint and that displays it
to the console, would look like this:

ﬂ) Sharepoint application scope

»

hittpss//m365x47 5056 sharepoint.com

1 Do A

O Get all users from group 3

] For Each

b

ForBach | user in | wse s

Body

31 Body

&

B Write Line

The Write line would retrieve the user information in the following manner:
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Expression Editor
Text (String)

“The user's ID is " + user.ld.ToString + *; The user email is:" + user.Email + "and the full login name is * + uscr.Logl'\Namc-I

The result inside the console would be:

@ The user's ID is 37; The user email is:AdeleV@M365x475056.0nMicrosoft.comand the full login name is i:0#.fmembership|adelev@m365x475056.onmicrosoft.com
@ The user's ID is 28; The user email is:ChristieC@M365x475056.0nMicrosoft.comand the full login name is i.0#.f|membershiplchristiec@m365x475056.onmicrosoft.com
@ The user's ID is 61; The user email is:LeeG@M365x475056.0nMicrosoft.comand the full login name is i:0# .flmembership|leeg@m365x475056.0nmicrosoft.com

5. SharePoint.Activities.Permissions
In order to provide access to our SharePoint content, we can assign permissions to groups or
individual users at site, list/library, folder (or even item) level.

With our activities we can use all the permission levels SharePoint has:

e View Only

e Limited Access
e Read

e Contribute

o Edit

e Design

¢ Full Control
The following activities allow adding and removing permissions for:

o the SharePoint site itself

e alist

e alibrary

e orany folder inside a list/library

This is a set of activities which can be used in order to add and/or remove the permissions a
group or an user has in relation to a list or library or the current site:

e AddPermission

¢ RemovePermission
o GetAllPermissionsFromGroup
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5.1. Add Permission

Adds a permission to specific group or user. This activity is compatible with the QueryGrouping
option.

5.1.1. Parameters

e User/Group: the name of the user or group we want to assign permissions to.

e Is User: Select it if the assignee is a user and not a group

e PermissionToGive: a dropdown that allows the user to select the permission level.

e ListName: the name of the list/library we want to assign permissions to. If this is left
empty, the permissions will be assigned to the SharePoint Site instead

o ListType: this parameter needs to be used only when interacting with the permissions of
a folder inside either a list or a library. It should be set to "Library" or "List" depending
on the type of SharePoint collection we want to interact with.

e FolderPath: the folder inside the list/library we want to assign permissions to. If this is
left empty, the permissions will be assigned directly to the list/library.

o This property can be used only if the ListName is not null

Observation:

SharePoint Online does not allow altering the permissions of the root site of a site
collection, only the sub-sites can have their permissions changed. Trying to either remove
or add permissions to the root site of a site collection will result in an exception!

5.1.2. Example

Let’s assume that | have a sub-site in my SharePoint collection dedicated to the Sales team, a
group named Sales which contains all the Sales Department employees and that | need to give
them full control on that site.

| can do that very easily using the following workflow:

»

@> SharePaintApplicationScope

"https://m365x475056.sharepoint.com/sales”

»

l:) Sequence

»

B> AddPermission
List Name:

Administrator ™ “Sales”
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Notice that the List parameter is empty since the permissions are applied directly to the site.
After | open the site's permission page, | will notice the following row:

Sales SharePaint Full Control
Group

5.2. Remove Permission

Remove all permissions a group or user has in relation to another list/library, its folder or even
the SharePoint site.

This activity is compatible with the QueryGrouping option enabled.
5.2.1. Parameters

e User/Group: the name of the user or group we want to remove permissions for.

e Is User: Select it if the deposed is an user and not a group

e ListName: the name of the list/library we want to delete permissions from. If this is left
empty, the permissions will be removed from the SharePoint Site instead

o ListType: this parameter needs to be used only when interacting with the permissions of
a folder inside either a list or a library. It should be set to "Library" or "List" depending
on the type of SharePoint collection we want to interact with.

e FolderPath: the folder inside the list/library we want to delete permissions from. If this
is left empty, the permissions will be removed directly from the list/library.

o This property can be used only if the ListName is not null

5.2.2. Example

Let’s assume that | have a list called TestList where | have a folder Sales Items that we do not
want to be accessible/visible to the users in the groups Team Site Users and Teams Site
Visitors. We can achieve that by simply removing the permissions these 2 groups have on that
folder.

The workflow that does this would look something like this:
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>

@ SharePointApplicationScope

"https.//m365x475056.sharepoint.com”

B

F:‘J Sequence

»

B> RemovePermission
List Mame:  “TestList”

Group Name: “Team Site Members®

»

B> RemovePermission
List Name: “TestList”

Group Mame: "Team Site Visitors”

Note that both the Remove Permission activities reference the Sales Items folder in their
FolderPath argument:

FolderPath "Sales [tems”
GroupMame “Team Site Visitors™

ListMame “TestList"

5.3. Get All Permissions

Gets all existing permissions a list/library, folder or even SharePoint Site has. This is very helpful
if the user is trying to either add or remove any permissions in a SharePoint site, since it can
help us reduce the number of unnecessary queries done as well as preventing exceptions (since
trying to remove a permission which does not exist for a group can cause exceptions).

This activity is not compatible with the QueryGrouping option enabled.

5.3.1. Parameters

e ListName: the name of the list/library we want to delete permissions from. If this is left
empty, the permissions will be removed from the SharePoint Site instead
e FolderPath: the folder inside the list/library we want to delete permissions from. If this
is left empty, the permissions will be removed directly from the list/library.
o This property can be used only if the ListName is not null
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e ListType: this parameter needs to be used only when interacting with the permissions of
a folder inside either a list or a library. It should be set to "Library" or "List" depending
on the type of SharePoint collection we want to interact with.

e Result: an out argument of type List<Tuple<string,string>> which contains a full list with
all the permissions on the specified SharePoint object

o if the entity that has this permission is a user then the first value in each tuple
contains the full login name of the user (The full login name is a bit ugly but
usually has an easily identifiable format!)

o if the entity that has this permission is a group then the first value in each
tuple contains the group's name

o the second value of each tuple contains the permissions name

Observation:

If an entity has multiple permissions, we will have a tuple for each one of them in the output
list!

5.3.2. Example

Let’s assume | want to display all the permissions my users have on the Sales Items folder in
my TestlList.

Below we can see the folder:

TestList

(3) new item or edit this list

All lterns  ses Find an item

Sales
ltems

If | navigate to folders permission page, | can see there are plenty of permissions assigned to it
(some inherited from the parent list and some assigned specifically to it, it doesn't matter, they
will all be retrieved):
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This folder has unique permissions.

Name Type Pe
Lynne Rebkins User Full Control, Contribute
Megan Bowen User Full Contral, Contribute
Miriam Graham Liser Full Control, Cor
Nestor Wilke Liser Full Contral, Contribute
Patti Fernandez User Full Contral, Contribute
Pradeep Gupta User Full Control, Contribute
Team Site Owners SharePoint Full Control

Graup
TestGrouplsers SharePoint Full Control

Group

Using the following workflow, | can Retrieve and display to the console all these permissions:

@ Sharepaint application scope R

“hitpsy//m365x4T5056.sharepoint.com”

»

3 Do

@ Get permissions

£] For Each A
ForEach [rmission] in | permissions

Body

&1 Body A

B Write Line

Text | “Login/Group Name: "+ perr

The arguments my Get Permissions activity will have are the following:

Properties » 2

wpand All  Collapse All | UiPathTeam.SharePoint Activities Permissions GetPermissions

B Common
DisplayName Get permissions
B Input
FolderPath “Sales ltems”
ListName “Test List"
ListType List
B Misc
Private J
El Output
Result permissions

The Write Line will access the properties in each tuple the following way:
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Text (String)

~i

Expression Editor

“Login/Group Mame: "+ permissiondtem1 + * and permissions: “ + permission.ltem2 + 1

The console output will be:

' Login/Group Name:

' Login/Group Name:

' Login/Group Name:

' Login/Group Name:

' Login/Group Name:

' Login/Group Name:

' Login/Group Name:

Login/Group Name:
Login/Group Mame:

Login/Group Name:
Login/Group Mame:

Login/Group Name:
Login/Group Name:

Login/Group Name:
Login/Group Mame:
Login/Group Mame:

Login/Group Mame:
Login/Group Mame:
Login/Group Mame:

Tearn Site Owners and permissions: Full Control.
i:0#.flmembership|meganb@m365x475056.onmicrosoft.com and permissions: Full Control.
i:0# flmembership|meganb@m365x475056.onmicrosoft.com and permissions: Contribute.
i:0# flmembership|pradeepg@m365x475056.onmicrosoft.com and permissions: Full Control.
i:0# flmembership|pradeepg@m365x475056.0nmicrosoft.com and permissions: Contribute.
i:0#.flmembership|nestorw@m365x475056.onmicrosoft.com and permissions: Full Control.
i:0# flmembership|nestorw@m365x47 5056.0nmicrosoft.com and permissions: Contribute.
i:0# flmembership|lynner@m365x475056.onmicrosoft.com and permissions: Full Control.
i:0# flmembership|lynner@m365x475056.onmicrosoft.com and permissions: Contribute.
i:0# flmembership|miriamg@m365x475056.onmicrosoft.com and permissions: Full Control.
i:0# flmembership|miriamg@m365x47 5056.0onmicrosoft.com and permissions: Contribute.
i:0#.flmembership|pattif@m365x475056.onmicrosoft.com and permissions: Full Cantrol.
i:0# flmembership|pattif@m365x475056.onmicrosoft.com and permissions: Contribute.
Limited Access System Group and permissions: Limited Access.

SharePointHome Ol'g,’_inks Admins and permissions: Limited Access.

SharePointHome Orglinks Editors and permissions: Limited Access,

SharePointHome Orglinks Viewers and permissions: Limited Access.

TestGroupUsers and permissions: Full Control.

TestGroupUsers and permissions: Limited Access.

6. Sign Out

When you need to sign out the current user, you can do so either by selecting the “Reset
Credentials” checkbox in the SharePoint Application Scope activity (which logs out the current
user before prompting a form for the user to introduce other credentials to use for login) or by
using the Sign Out activity, which signs out the current user whenever you need it.

The activity should be used only in case you are signed in to a WebLogin SharePoint Instance!
Signs out the current user! In case of Multifactor Authentication, the user might remain logged
in for some time; if we need to log in a different user, we have to sign out the current one.

6.1. Parameters

e URL: The URL of the SharePoint site we want to sign out from
We need it because the activity clears the cache created for the URL when the
user signed in (the cookies that keep the user logged in)

o
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o The activity doesn’t need to be placed inside the SharePoint Application Scope,
however the URL is mandatory when it is outside a Scope activity

7. Get Web Login User

Gets the current user in case you are signed into a WebLogin SharePoint Instance. For
Multifactor Authentication, the user remains logged in for some time (unless you specifically
sign it out), so it can be useful to check what user is currently logged in, in case you might need
to sign them out.

7.1. Parameters

e URL: The URL of the SharePoint site our user is signed in
o We need it because the activity checks the cache created for the URL when the
user signed in (the cookies that keep the user logged in).If there are cookies
exist, then we have a user logged in. If not, there is no user logged in and the
activity will return a null object
o The activity doesn’t need to be placed inside the SharePoint Application Scope,
however the URL is mandatory when it is outside a Scope activity
¢ SharePointUser: an out argument that returns a User object if we have a user logged
in, or null otherwise

8. Get TimeZone
Retrieves the Time Zone of the SharePoint site. It’s useful when processing DateTime
parameters from SharePoint as it tells the user what’s the TimeZone set for their site.

8.1.  Parameters
e SharePointTimeZone: an out argument that returns a
Microsoft.SharePoint.Client.TimeZone object containing information about the site’s
TimeZone

Query Grouping

The QueryGrouping option is a feature which allows the users to group up repetitive queries in
batches, so that they are processed more efficiently. Instead of simply sending each query
individually to the server and waiting for the response to be received, the scope activity just
stores all the queries and sends them after all the children activities got executed resulting in a
more efficient processing time.
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However, this is only possible for the following activities: AddListltem, AddPermission,
RemovePermission, AddUserToGroup, CreateGroup, DeleteGroup, RemoveUserFromGroup. F
or the rest of the activities it would either not make sense (it does not make sense to use the
Get List Items activity in an async way since it would not be able to return the items, or the
EditListitems activity since it only uses 1 query to update multiple items ) or it is not possible
since some activities require multiple queries executed one after another in order to perform
one action.

As it was mentioned before, the QueryGrouping feature can be enabled by clicking the
QueryGrouping Checkbox in the SharePoint Scope Activity:

B QueryGrouping
QueryGrouping L4

Observation:

Depending on the size of the data we might try to send to the server at once, the request
might receive the following exception: "The request message is too big. The server does not
allow messages larger than XXXXX bytes."

In order to avoid that, for queries that send a large amount of data to the server, the number
of queries inside a SharePoint Scope should be limited (a good example can be seen below).

If this feature is enabled and the user tries to add an activity that is not supported, a validation
message will appear.

Example

Let’s prepare a small example in which we need to add all the rows from an excel file to our
SharePoint list (called TestList), assuming that our file has hundreds of rows, adding them one
by one would take a lot of time so in order to speed up the creation of the list items, we will try

to add them 100 at a time.

The list we'll add everything on:
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TestList

@ new item or edit this list

All Items === Find an item jo
v E Title TestMumber TestChoice
[ This item is now old. 232  Choice2
[1 Thisis a new item 222 Choice2
[0 Another new item! 222  Choice2

The contents of the excel file (in total 211 rows):

c7 - g 123
A B C D

1 Title TestChoice TestMumber

2 Newltem 1 Choice3 123
3 New ltem 2 Choice? 123
4 MNew ltem 3 Chalea3d 122
5 New ltem 4 Choicel 123
& New ltem 5 Chaicel 123
7 |New item & Choice2 123
8 MNew ltem 7 Chaleald 122
9 New ltem 8 Choicel 123
10 New Item 9 Choice3 123
11 New ltem 10 Chaoice2 123
12 New ltem 11 Chalce3d 123
13 Mew Item 12 Choicel 123
14 New Item 13 Chaicel 123

The full example with explanatory annotations can be found here (SharePoint Login Data
removed, of course).

B

SharePoinQueryGroupingTest.zip

Prerequisites

e Have access to an instance of SharePoint and an account with all the
necessary permissions. You will not be able to use this package using your credentials
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to do any operations that you couldn't do on your SharePoint environment in the
browser.
This solution might not work if your SharePoint instance is using a 3™ party Identity
Provider.

Observations

v

iharepoint.com/_layouts/15/FIdEdit.aspx?List=%7B33423145-6FCC-47B6-A873-CAGCIB5C

e

-

Peun

Make sure that when you are working on a SharePoint site you use the correct URL in
the SharePoint scope and not the URL of a parent site and/or of a sub-site.

Keep in mind that the QueryGrouping option is only available for some activities
(mentioned previously). For any activity that has Out Arguments and it is used with the
guery grouping feature enabled, it will have those arguments return null.

For all List Activities using list fields, we must reference these fields using their Internal
Name, not their title (often enough, they are not the same). In order to obtain the
internal name of a field open the list settings, click the field and look at the URL of the
page, the internal name will be there:

UL Ao TGy ~ By -riaryT wunan ~

.
Internal Name

If you want to assign a value to field specific field for a list item, first make sure that
field exists inside your list (otherwise create it).

Since giving permissions to users directly is a bad practice, we only allowed the
assignation and removal of permissions to and from groups only. This package does
not allow the assignation and/or removal of permissions from users directly!

Each time you alter the permissions of an object, you will break the inheritance of
permissions from its parent element. This means that if the permissions of the parent
are changed, the changes will not be reflected on the original element. Try to be
careful of the scope of the permissions you assign and always assign permissions to the
highest suitable scope.

Some of the activities (GetAllUsersFromGroup, GetUser or some of the list items using
more advanced data fields) can use types and classes that are specific to the
Microsoft.SharePoint.Client if you are having issues with these types, please make sure
that this namespace is added inside the imports Tab:

ImPDITQd namespaces

Microsoft.SharePoint.Client
Microsoft.VisualBasic

Microsoft.VisualBasic. Activities
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e We provided plenty of detailed examples so if you're having any issues using this
package, make sure to consult the examples.

o If the metadata needs to be edited for Files, the Update List Items Activity can be used
on the parent library!

Technical Approach

This package is mainly built using the .NET Client Side Object Model (CSOM) which contains a
large number of object representing SharePoint objects which can be used in order to make
changes and retrieve information from the SharePoint site. Since CSOM is very similar for all
different types of SharePoint instances, we can use the same set of activities for both
SharePoint Online and SharePoint OnPremises.

Another advantage is that we can choose the moment we send the queries created so far to the
server, so in some cases we can group them up and send them together to the server, therefore
increasing the efficiency of the package.

Additionally, CSOM can leverage the Collaborative Application Markup Language (CAML) which
is a very powerful XML-based language that can be used to create extremely detailed and
complex queries on SharePoint Lists. These queries greatly increase the versatility of the
activities and the big advantage is that several 3rd party tools can be used to generate CAML
qgueries without the user having any previous knowledge of this language.

In some places, the REST API of the SharePoint instance is used in order to download and/or
upload documents in order to avoid issues regarding the size of documents.

In order for the package to offer the possibility of Multifactor Authentication Login, we are
using OfficeDevPnPCore, which is the PnP Core Component of the CSOM Library, created by
Microsoft and community members to offer CSOM extension methods for SharePoint.

Below you can find more info regarding:

1. CSOM and SharePoint REST API: https://docs.microsoft.com/en-us/sharepoint/dev/sp-
add-ins/sharepoint-net-server-csom-jsom-and-rest-api-index

2. CAML: https://docs.microsoft.com/en-us/sharepoint/dev/schema/collaborative-
application-markup-language-caml-schemas

3. SmartCAML (3rd party tool that can generate CAML query
syntax): https://www.microsoft.com/en-us/p/smartcaml/9nn8gjpnxvfg

4. OfficeDevPnP (https://docs.microsoft.com/en-
us/dotnet/api/officedevpnp.core?view=sharepointpnpcoreonline-2.18.1709.0)
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